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Summary

CVE CVE-2008-3424

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-07-31 22:41:00 UTC

Updated 2024-01-12 20:45:00 UTC

Description Condor before 7.0.4 does not properly handle wildcards in the ALLOW_WRITE, DENY_WRITE, HOSTALLOW_WRITE, or HOSTDENY_WRITE configuration variables in authorization policy lists, which might allow remote attackers to bypass intended access restrictions.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Condor Project Condor All All All All

Application Condor Project Condor 7.0.0 All All All

Application Condor Project Condor 7.0.1 All All All

Application Condor Project Condor 7.0.2 All All All

Application Condor Project Condor 7.0.3 All All All

Application Condor Project Condor 7.0.0 All All All

Application Condor Project Condor 7.0.1 All All All

Application Condor Project Condor 7.0.2 All All All

Application Condor Project Condor 7.0.3 All All All

Application Condor Project Condor All All All All

Operating System Fedoraproject Fedora 9 All All All

References

Reference Source Link

Red Hat update for condor - Secunia.com SECUNIA secunia.com

Condor Authorization List Bug May Let Remote Users Bypass Access Controls - SecurityTracker SECTRACK www.securitytracker.com

Condor Authorization Policy Wildcard Security Bypass - Advisories - Secunia SECUNIA secunia.com
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8.3 Stable Release Series 7.0 CONFIRM www.cs.wisc.edu

Fedora update for condor - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Support REDHAT www.redhat.com

Support REDHAT www.redhat.com

[SECURITY] Fedora 9 Update: condor-7.0.4-1.fc9 FEDORA www.redhat.com

Condor Wild Card Authorization Policy Security Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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