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/

CVE-2008-3492

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2008-08-06 18:41:00 UTC

2018-10-11 20:48:00 UTC

America's Army (aka AA or Army Game Project) 2.8.3.1 and earlier allows remote attackers to cause a denial of service (as

|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Americasarmy Americas Army 1.0.0 All All All
Americasarmy Americas Army 1.0.1 b All All
Americasarmy Americas Army 1.1.1 All All All
Americasarmy Americas Army 1.2.0 All All All
Americasarmy Americas Army 1.2.1 All All All
Americasarmy Americas Army 1.3.0 All All All
Americasarmy Americas Army 1.4.0 All All All
Americasarmy Americas Army 1.5.0 All All All
Americasarmy Americas Army 1.6.0 All All All
Americasarmy Americas Army 1.7.0 All All All
Americasarmy Americas Army 1.9.0 All All All
Americasarmy Americas Army 2.0.0 All All All
Americasarmy Americas Army 2.0.0 a All All
Americasarmy Americas Army 2.1.0 All All All
Americasarmy Americas Army 2.2.0 All All All
Americasarmy Americas Army 2.21 All All All
Americasarmy Americas Army 2.3.0 All All All


https://cve.report/
https://cve.report/CVE-2008-3492/mitre
https://cve.report/CVE-2008-3492/nist
https://cve.report/CVE-2008-3492/cve_org
https://cve.report/api/cve/CVE-2008-3492.json
https://cve.report/CVE-2008-3492.pdf
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy

Americasarmy

Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army

Americas Army

2.4.0

25.0

2.6.0

2.7.0

2.8.0

2.8.1

2.8.2

2.8.3

All

1.0.0

1.0.1

1.2.0

1.2.1

1.3.0

1.4.0

1.5.0

1.6.0

1.7.0

1.9.0

2.0.0

2.0.0

2.2.0

2.21

2.3.0

2.4.0

25.0

2.6.0

2.7.0

2.8.0

2.8.1

2.8.2

2.8.3

1.0.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy
Americasarmy

Americasarmy

Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army
Americas Army

Americas Army

1.0.1

1.2.0

1.2.1

1.3.0

1.4.0

1.5.0

1.6.0

1.7.0

1.9.0

2.0.0

2.0.0

2.1.0

220

2.21

2.3.0

2.4.0

25.0

2.6.0

2.7.0

2.8.0

2.8.1

2.8.2

2.8.3

All

All

All

All

All

All

All

All

All

All

All

a

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

America's Army Malformed UDP Packet Remote Denial of Service Vulnerability

America's Army Special Forces UDP Processing Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SecurityFocus

IBM X-Force Exchange

Luigi Auriemma

aluigi.altervista.org/adv/armynchia-adv.txt

CVE Program record

NVD vulnerability detail

Source

BID

SECUNI/

BUGTRA

XF

MISC

MISC

CVE.OR(

NVD


http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://cve.report/vendor/americasarmy
http://cve.report/software/americasarmy/americas_army
http://www.securityfocus.com/bid/30519
http://secunia.com/advisories/31353
http://www.securityfocus.com/archive/1/495061/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/44152
http://aluigi.org/poc/armynchia.zip
http://aluigi.altervista.org/adv/armynchia-adv.txt
https://www.cve.org/CVERecord?id=CVE-2008-3492
https://nvd.nist.gov/vuln/detail/CVE-2008-3492

a1 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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