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Summary

CVE CVE-2008-3519

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-23 15:24:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description The default configuration of the JBossAs component in Red Hat JBoss Enterprise Application Platform (aka JBossEAP or EAP), possibly 4.2 before CP04 and 4.3 before CP02, when a production environment is enabled, sets the DownloadServerClasses property to true, which allows remote attackers to obtain sensitive information (non-EJB classes) via a download request, a different vulnerability than CVE-2008-3273.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Jboss Enterprise Application Platform 4.2 All All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp01 All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp02 All All

Application Redhat Jboss Enterprise Application Platform 4.3 All All All

Application Redhat Jboss Enterprise Application Platform 4.2 All All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp01 All All

Application Redhat Jboss Enterprise Application Platform 4.2 cp02 All All

Application Redhat Jboss Enterprise Application Platform 4.3 All All All

Application Redhat Jboss Enterprise Application Platform All cp03 All All

Application Redhat Jboss Enterprise Application Platform All cp01 All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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