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Race condition in the jas_stream_tmpfile function in libjasper/base/jas_stream.c in JasPer 1.900.1 allows local users to cau

| 1|

Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Jasper Project Jasper 1.900.1 All All All
Jasper Project Jasper 1.900.1 All All All

References

1

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.it
JasPer 1.900.1 Multiple Vulnerabilities BID www.securityfocus
Support / Security / Advisories / / MDVSA-2009:164 | Mandriva MANDRIVA  www.mandriva.cor
bugs.gentoo.org/attachment.cgi CONFIRM  bugs.gentoo.org
Support / Security / Advisories / / MDVSA-2009:142 | Mandriva MANDRIVA  www.mandriva.cor

Gentoo Bug 222819 - media-libs/jasper <1.900.1-r3 multiple vulnerabilities (CVE-2008-{3520,3521,3522}) CONFIRM  bugs.gentoo.org

461477 — (CVE-2008-3521) CVE-2008-3521 jasper: temporary file creation race in jas_stream_tmpfile() CONFIRM  bugzilla.redhat.cor

Ubuntu update for jasper - Secunia.com SECUNIA secunia.com
USN-742-1: JasPer vulnerabilities | Ubuntu UBUNTU www.ubuntu.com
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2008-3521/mitre
https://cve.report/CVE-2008-3521/nist
https://cve.report/CVE-2008-3521/cve_org
https://cve.report/CVE-2008-3521.pdf
http://cve.report/vendor/jasper_project
http://cve.report/software/jasper_project/jasper
http://cve.report/vendor/jasper_project
http://cve.report/software/jasper_project/jasper
https://exchange.xforce.ibmcloud.com/vulnerabilities/45622
http://www.securityfocus.com/bid/31470
http://www.mandriva.com/security/advisories?name=MDVSA-2009:164
http://bugs.gentoo.org/attachment.cgi?id=163282&action=view
http://www.mandriva.com/security/advisories?name=MDVSA-2009:142
http://bugs.gentoo.org/show_bug.cgi?id=222819
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2008-3521
http://secunia.com/advisories/34391
http://www.ubuntu.com/usn/USN-742-1
https://www.cve.org/CVERecord?id=CVE-2008-3521
https://nvd.nist.gov/vuln/detail/CVE-2008-3521

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671088 EulerOS Security Update for jasper (EulerOS-SA-2019-2237)
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