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CVE-2008-3527

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV:LACL/AUINIC:P/I-P/AP

Certain versions of Linux Kernel from Linux contain the following

vulnerability:

arch/i386/kernel/sysenter.c in the Virtual Dynamic Shared Objects
(vDSO) implementation in the Linux kernel before 2.6.21 does not
properly check boundaries, which allows local users to gain privileges
or cause a denial of service via unspecified vectors, related to the
install_special_mapping, syscall, and syscall32_nopage functions.

CVE-2008-3527 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.6- MEDIUM
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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2.2.27 All All All
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cpe:2.3:0:linux:linux_kernel:2.4.36.1:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.4.36.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.3:*:*:* "

skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.4.36.4:*:*:*:*:**:*:

skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.4.36.5::*:* "

cpe:2.3:0:linux:linux_kernel:2.4.36.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6:*:*:*:*

dkkakkukak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc1:*:*:*:*:*:*:

Skkakukukak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc2:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc3: " "™

dkkakkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc5:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.5: " :™:

Skk ok akakakak.

cpe:2.3:0:linux:linux_kernel:2.6.19.6:*:*: " :™:

Sk Rk kR akak,

cpe:2.3:0:linux:linux_kernel:2.6.19.7:

dkak koK KRk,

cpe:2.3:0:linux:linux_kernel:2.6.20.16:*:*:***:*:*:

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.20.17:**:* "

dkak koK kR ok,

cpe:2.3:0:linux:linux_kernel:2.6.20.19:*:*:***:*:*:

ARk koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.20.20:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.2.27:*:*:* "%

cne? 3:atlinuxliniix kearnal:2 4 3R o -*-*-*-*%-x%-
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cpe:2.3:0:linux:linux_kernel:2.4.36.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.3:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.4.36.4:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.5:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.4.36.6:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6:*:*:*:*:*:

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.18:*:*:**:*:*:*:

dkkakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc1:*:*:*:*:*:*:

Skkakk k.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc5:*:*:*:*:*:*:

Skk ok kukuk.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc6:*:*:*:*:*:*:

dkkakkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:**:***:*:

dkk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.19.5:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.6:*:**:*:*:*:*:

dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.19.7:*:*

akak kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.20.16:*:*:***:*:*:

ARk KoKk Rk,

cpe:2.3:0:linux:linux_kernel:2.6.20.17:* "

ARk koK ok Rk,

cpe:2.3:0:linux:linux_kernel:2.6.20.19:**:***:*:*:

akak koK ok Rk,

cpe:2.3:0:linux:linux_kernel:2.6.20.20:*:*:**:*:*:*:

Kk kK kK Kk,

cpe:2.3:0:linux:linux_kernel:*:*:*:*:***:*:

« Previous ID Next ID—
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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