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Summary

CVE CVE-2008-3529

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-12 16:56:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description Heap-based buffer overflow in the xmlParseAttValueComplex function in parser.c in libxml2 before 2.7.0 allows context-dependent attackers to cause a denial of service (crash) or execute arbitrary code via a long XML entity name.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os All All All All

Operating System Apple Mac Os X All All All All

Operating System Apple Mac Os X 10.5.7 All All All

Application Apple Safari All All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Operating System Canonical Ubuntu Linux 9.04 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Xmlsoft Libxml2 All All All All

Application Xmlsoft Libxml2 2.4.30 All All All

Application Xmlsoft Libxml2 2.5.7 All All All

Application Xmlsoft Libxml2 2.5.8 All All All

https://cve.report/
https://cve.report/CVE-2008-3529/mitre
https://cve.report/CVE-2008-3529/nist
https://cve.report/CVE-2008-3529/cve_org
https://cve.report/api/cve/CVE-2008-3529.json
https://cve.report/CVE-2008-3529.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/software/xmlsoft/libxml2


Application Xmlsoft Libxml2 2.5.8 All All All

Application Xmlsoft Libxml2 2.6.11 All All All

Application Xmlsoft Libxml2 2.6.13 All All All

Application Xmlsoft Libxml2 2.6.14 All All All

Application Xmlsoft Libxml2 2.6.16 All All All

Application Xmlsoft Libxml2 2.6.17 All All All

Application Xmlsoft Libxml2 2.6.18 All All All

Application Xmlsoft Libxml2 2.6.20 All All All

Application Xmlsoft Libxml2 2.6.22 All All All

Application Xmlsoft Libxml2 2.6.27 All All All

Application Xmlsoft Libxml2 2.6.6 All All All

Application Xmlsoft Libxml2 2.6.9 All All All

Application Xmlsoft Libxml2 2.4.30 All All All

Application Xmlsoft Libxml2 2.5.7 All All All

Application Xmlsoft Libxml2 2.5.8 All All All

Application Xmlsoft Libxml2 2.6.11 All All All

Application Xmlsoft Libxml2 2.6.13 All All All

Application Xmlsoft Libxml2 2.6.14 All All All

Application Xmlsoft Libxml2 2.6.16 All All All

Application Xmlsoft Libxml2 2.6.17 All All All

Application Xmlsoft Libxml2 2.6.18 All All All

Application Xmlsoft Libxml2 2.6.20 All All All

Application Xmlsoft Libxml2 2.6.22 All All All

Application Xmlsoft Libxml2 2.6.27 All All All

Application Xmlsoft Libxml2 2.6.6 All All All

Application Xmlsoft Libxml2 2.6.9 All All All

Application Xmlsoft Libxml2 All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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