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Summary

CVE CVE-2008-3530

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-05 16:08:00 UTC

Updated 2017-08-08 01:31:00 UTC

Description sys/netinet6/icmp6.c in the kernel in FreeBSD 6.3 through 7.1, NetBSD 3.0 through 4.0, and possibly other operating systems does not properly check the proposed new MTU in an ICMPv6 Packet Too Big Message, which allows remote attackers to cause a denial of service (panic) via a crafted Packet Too Big Message.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 7.1 All All All

Operating System Freebsd Freebsd 6.3 All All All

Operating System Freebsd Freebsd 7.0 All All All

Operating System Freebsd Freebsd 7.1 All All All

References

Reference Source

NetBSD ICMPv6 "Packet Too Big" MTU Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

FreeBSD ICMPv6 Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK

IBM X-Force Exchange XF

NetBSD ICMPv6 Processing Flaw Lets Remote Users Deny Service - SecurityTracker SECTRACK

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

About the security content of Security Update 2009-002 / Mac OS X v10.5.7 CONFIRM

US-CERT Technical Cyber Security Alert TA09-133A -- Apple Updates for Multiple Vulnerabilities CERT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
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NetBSD-SA2008-015 NETBSD

FreeBSD Malformed ICMPv6 Packet Remote Denial Of Service Vulnerability BID

FreeBSD ICMPv6 "Packet Too Big" MTU Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

APPLE-SA-2009-05-12 Security Update 2009-002 / Mac OS X v10.5.7 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

FreeBSD-SA-08:09 FREEBSD

About the security content of Time Capsule and AirPort Base Station (802.11n*) Firmware 7.4.1 CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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