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Summary

CVE CVE-2008-3553

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-08 19:41:00 UTC

Updated 2018-10-11 20:48:00 UTC

Description Multiple unspecified vulnerabilities in Nokia Series 40 3rd edition devices allow remote attackers to execute arbitrary code via unknown vectors, probably related to MIDP privilege escalation and persistent MIDlets, aka "ISSUES 3-10." NOTE: as of 20080807, the only disclosure is a vague pre-advisory with no actionable information. However, because it is from a company led by a well-known researcher, it is being assigned a CVE identifier for tracking purposes.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Nokia Series 40 All 3rd All All

Operating System Nokia Series 40 All 3rd All All

Application Sun J2me All All All All

Application Sun J2me All All All All

References

Reference Source Link Tags

Security Explorations MISC www.security-explorations.com

Security Explorations MISC www.security-explorations.com

Security Explorations MISC www.security-explorations.com

Sun Java Micro Edition (ME) Multiple Unspecified Security-Bypass Vulnerabilities BID www.securityfocus.com

J2ME security vulnerabilities 2008 MISC www.security-explorations.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Nokia Series 40 Multiple Unspecified Unauthorized Access Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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