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CVE CVE-2008-3558
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-08 19:41:00 UTC
Updated 2017-09-29 01:31:00 UTC
Description Stack-based buffer overflow in the WebexUCFOQObject ActiveX control in atucfobj.dll in Cisco WebEx Meeting Manager befor

/ |
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Webex Meeting Manager 20.2008.2601.4928 All All All
Application Cisco Webex Meeting Manager 20.2008.2601.4928 All All All
Reference

IBM X-Force Exchange

Cisco Security Advisory: Vulnerability in Cisco WebEx Meeting Manager ActiveX Control [Products & Services] - Cisco Systems

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

WebEx Meeting Manager 'atucfobj.dll' ActiveX Control Remote Buffer Overflow Vulnerability

Webex Meeting Manager Buffer Overflow in ActiveX Control Lets Remote Users Execute Arbitrary Code - Security Tracker

[Full-disclosure] Webex atucfobj Module ActiveX Control Buffer Overflow Vulnerability

VU#661827 - Cisco WebEx Meeting Manager WebexUCFObject ActiveX Control stack buffer overflow

Webex Meeting Manager WebexUCFObject ActiveX Control Buffer Overflow - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Cisco WebEx Meeting Manager (atucfobj.dll) ActiveX Remote BOF Exploit

CVE Program record

NVD vulnerability detail
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https://cve.report/CVE-2008-3558/nist
https://cve.report/CVE-2008-3558/cve_org
https://cve.report/api/cve/CVE-2008-3558.json
https://cve.report/CVE-2008-3558.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meeting_manager
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meeting_manager
https://exchange.xforce.ibmcloud.com/vulnerabilities/44250
http://www.cisco.com/en/US/products/products_security_advisory09186a00809e2006.shtml
http://www.vupen.com/english/advisories/2008/2319
http://www.securityfocus.com/bid/30578
http://www.securitytracker.com/id?1020641
http://lists.grok.org.uk/pipermail/full-disclosure/2008-August/063692.html
http://www.kb.cert.org/vuls/id/661827
http://secunia.com/advisories/31397
https://www.exploit-db.com/exploits/6220
https://www.cve.org/CVERecord?id=CVE-2008-3558
https://nvd.nist.gov/vuln/detail/CVE-2008-3558

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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