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Summary

CVE CVE-2008-3578

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-10 21:41:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description HydraIRC 0.3.164 and earlier allows remote attackers to cause a denial of service (NULL pointer dereference and application crash) via a long irc:// URI.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hydrairc Hydrairc 0.23 All All All

Application Hydrairc Hydrairc 0.24 All All All

Application Hydrairc Hydrairc 0.25 All All All

Application Hydrairc Hydrairc 0.3.057 All All All

Application Hydrairc Hydrairc 0.3.058 All All All

Application Hydrairc Hydrairc 0.3.059 All All All

Application Hydrairc Hydrairc 0.3.060 All All All

Application Hydrairc Hydrairc 0.3.061 All All All

Application Hydrairc Hydrairc 0.3.062 All All All

Application Hydrairc Hydrairc 0.3.063 All All All

Application Hydrairc Hydrairc 0.3.064 All All All

Application Hydrairc Hydrairc 0.3.065 All All All

Application Hydrairc Hydrairc 0.3.066 All All All

Application Hydrairc Hydrairc 0.3.067 All All All

Application Hydrairc Hydrairc 0.3.068 All All All

Application Hydrairc Hydrairc 0.3.069 All All All

Application Hydrairc Hydrairc 0.3.070 All All All
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Application Hydrairc Hydrairc 0.3.070 All All All

Application Hydrairc Hydrairc 0.3.071 All All All

Application Hydrairc Hydrairc 0.3.072 All All All

Application Hydrairc Hydrairc 0.3.073 All All All

Application Hydrairc Hydrairc 0.3.074 All All All

Application Hydrairc Hydrairc 0.3.075 All All All

Application Hydrairc Hydrairc 0.3.076 All All All

Application Hydrairc Hydrairc 0.3.077 All All All

Application Hydrairc Hydrairc 0.3.078 All All All

Application Hydrairc Hydrairc 0.3.079 All All All

Application Hydrairc Hydrairc 0.3.080 All All All

Application Hydrairc Hydrairc 0.3.081 All All All

Application Hydrairc Hydrairc 0.3.082 All All All

Application Hydrairc Hydrairc 0.3.083 All All All

Application Hydrairc Hydrairc 0.3.084 All All All

Application Hydrairc Hydrairc 0.3.085 All All All

Application Hydrairc Hydrairc 0.3.086 All All All

Application Hydrairc Hydrairc 0.3.087 All All All

Application Hydrairc Hydrairc 0.3.088 All All All

Application Hydrairc Hydrairc 0.3.089 All All All

Application Hydrairc Hydrairc 0.3.090 All All All

Application Hydrairc Hydrairc 0.3.091 All All All

Application Hydrairc Hydrairc 0.3.092 All All All

Application Hydrairc Hydrairc 0.3.093 All All All

Application Hydrairc Hydrairc 0.3.094 All All All

Application Hydrairc Hydrairc 0.3.095 All All All

Application Hydrairc Hydrairc 0.3.096 All All All

Application Hydrairc Hydrairc 0.3.097 All All All

Application Hydrairc Hydrairc 0.3.098 All All All

Application Hydrairc Hydrairc 0.3.099 All All All

Application Hydrairc Hydrairc 0.3.101 All All All

Application Hydrairc Hydrairc 0.3.102 All All All

Application Hydrairc Hydrairc 0.3.103 All All All

Application Hydrairc Hydrairc 0.3.104 All All All

Application Hydrairc Hydrairc 0.3.105 All All All

Application Hydrairc Hydrairc 0.3.106 All All All
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Application Hydrairc Hydrairc 0.3.107 All All All

Application Hydrairc Hydrairc 0.3.108 All All All

Application Hydrairc Hydrairc 0.3.109 All All All

Application Hydrairc Hydrairc 0.3.110 All All All

Application Hydrairc Hydrairc 0.3.111 All All All

Application Hydrairc Hydrairc 0.3.112 All All All

Application Hydrairc Hydrairc 0.3.113 All All All

Application Hydrairc Hydrairc 0.3.114 All All All

Application Hydrairc Hydrairc 0.3.115 All All All

Application Hydrairc Hydrairc 0.3.116 All All All

Application Hydrairc Hydrairc 0.3.117 All All All

Application Hydrairc Hydrairc 0.3.118 All All All

Application Hydrairc Hydrairc 0.3.119 All All All

Application Hydrairc Hydrairc 0.3.120 All All All

Application Hydrairc Hydrairc 0.3.121 All All All

Application Hydrairc Hydrairc 0.3.122 All All All

Application Hydrairc Hydrairc 0.3.123 All All All

Application Hydrairc Hydrairc 0.3.124 All All All

Application Hydrairc Hydrairc 0.3.125 All All All

Application Hydrairc Hydrairc 0.3.126 All All All

Application Hydrairc Hydrairc 0.3.127 All All All

Application Hydrairc Hydrairc 0.3.128 All All All

Application Hydrairc Hydrairc 0.3.129 All All All

Application Hydrairc Hydrairc 0.3.130 All All All

Application Hydrairc Hydrairc 0.3.131 All All All

Application Hydrairc Hydrairc 0.3.132 All All All

Application Hydrairc Hydrairc 0.3.133 All All All

Application Hydrairc Hydrairc 0.3.134 All All All

Application Hydrairc Hydrairc 0.3.135 All All All

Application Hydrairc Hydrairc 0.3.136 All All All

Application Hydrairc Hydrairc 0.3.137 All All All

Application Hydrairc Hydrairc 0.3.138 All All All

Application Hydrairc Hydrairc 0.3.139 All All All

Application Hydrairc Hydrairc 0.3.140 All All All

Application Hydrairc Hydrairc 0.3.141 All All All

Application Hydrairc Hydrairc 0.3.142 All All All
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Application Hydrairc Hydrairc 0.3.142 All All All

Application Hydrairc Hydrairc 0.3.143 All All All

Application Hydrairc Hydrairc 0.3.144 All All All

Application Hydrairc Hydrairc 0.3.145 All All All

Application Hydrairc Hydrairc 0.3.146 All All All

Application Hydrairc Hydrairc 0.3.147 All All All

Application Hydrairc Hydrairc 0.3.148 All All All

Application Hydrairc Hydrairc 0.3.149 All All All

Application Hydrairc Hydrairc 0.3.150 All All All

Application Hydrairc Hydrairc 0.3.151 All All All

Application Hydrairc Hydrairc 0.3.152 All All All

Application Hydrairc Hydrairc 0.3.153 All All All
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Application Hydrairc Hydrairc 0.312 All All All

Application Hydrairc Hydrairc 0.313 All All All
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Reference Source Link

HydraIRC Remote Denial Of Service Vulnerability BID www.securityfocus.com

HydraIRC "irc://" URI Handling Buffer Overflow Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SecurityReason - HydraIrc <= 0.3.164 (last) Remote Denial of Service Exploit SREASON securityreason.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

HydraIrc <= 0.3.164 (last) Remote Denial of Service Exploit EXPLOIT-DB www.exploit-db.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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