CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2008-3641

PUBLIC

cve@mitre.org

VE-2008-3641

MITRE NVD

CVE.ORG

CVE Program / NVD first with legacy fallback

2008-10-10 10:30:00 UTC

2018-10-11 20:48:00 UTC

JSON API Print: PDF 1)

The Hewlett-Packard Graphics Language (HPGL) filter in CUPS before 1.3.9 allows remote attackers to execute arbitrary ¢

Risk And Classification

1|

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple

Apple

Product
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups

Cups

Version

1.1

_
—_

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
rci
rc2
rc3

rc4

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2008-3641/mitre
https://cve.report/CVE-2008-3641/nist
https://cve.report/CVE-2008-3641/cve_org
https://cve.report/api/cve/CVE-2008-3641.json
https://cve.report/CVE-2008-3641.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple

Apple

Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups

Cups

1.1.19

1.1.20

1.1.20

1.1.20

1.1.20

1.1.20

1.1.20

1.1.20

1.1.21

1.1.21

1.1.21

1.1.22

1.1.22

1.1.22

1.1.28

1.1.238

1.1.5-1

1.1.5-2

1.1.6-1

1.1.6-2

1.1.6-3

1.1.9-1

rch

All

All

rci

rc2

rc3

rc4

rch

rcé

All

rcl

rc2

All

rci

rc2

All

rcl

All

All

All

All

All

All

All

All

All

All

All

All

All

b1

b2

rci

rc2

rc3

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple

Apple

Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups

Cups

1.2.0

1.2.1

1.2.10

1.2.11

1.2.12

1.2.2

1.2.3

1.2.4

1.25

1.2.6

1.2.7

1.2.8

1.2.9

1.3.0

1.3.1

1.3.2

1.3.3

1.3.4

1.3.5

1.3.6

1.3.7

1.1.10-1

All

All

All

All

All

All

All

All

All

All

All

All

All

b1

rci

rc2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple
Apple

Apple

Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups
Cups

Cups

.1.20

.1.20

.1.20

.1.20

.1.20

1.21

121

1.21

1.22

.1.22

1.22

.1.23

.1.28

1.3

1.4

1.5

.1.5-1

.1.5-2

1.6

.1.6-1

.1.6-2

.1.6-3

1.7

1.8

1.9

1.9-1

All

All

rci

rc2

rc3

rc4

rch

All

All

rci

rc2

rc3

rc4

rch

rcé

All

rcl

rc2

All

rci

rc2

All

rci

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups
http://cve.report/vendor/apple
http://cve.report/software/apple/cups

Application Apple Cups 1.2 b1 All All
Application Apple Cups 1.2 b2 All All
Application Apple Cups 1.2 rci All All
Application Apple Cups 1.2 rc2 All All
Application Apple Cups 1.2 rc3 All All
Application Apple Cups 1.2.0 All All All
Application Apple Cups 1.2.1 All All All
Application Apple Cups 1.2.10 All All All
Application Apple Cups 1.2.11 All All All
Application Apple Cups 1.2.12 All All All
Application Apple Cups 1.2.2 All All All
Application Apple Cups 1.2.3 All All All
Application Apple Cups 1.2.4 All All All
Application Apple Cups 1.25 All All All
Application Apple Cups 1.2.6 All All All
Application Apple Cups 1.2.7 All All All
Application Apple Cups 1.2.8 All All All
Application Apple Cups 1.2.9 All All All
Application Apple Cups 1.3 b1 All All
Application Apple Cups 1.3 rci All All
Application Apple Cups 1.3 rc2 All All
Application Apple Cups 1.3.0 All All All
Application Apple Cups 1.3.1 All All All
Application Apple Cups 1.3.2 All All All
Application Apple Cups 1.3.3 All All All
Application Apple Cups 1.34 All All All
Application Apple Cups 1.35 All All All
Application Apple Cups 1.3.6 All All All
Application Apple Cups 1.3.7 All All All
Application Apple Cups All All All All
Reference Source
Repository / Oval Repository OVAL
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OIR#LYI 1. LUIFUVAN-S0/ . APPIE LUFD 1.0./7 (AF-QL/Z HIer) nerole Loue £XeCulorn vulnerdonity - buros.ory
CUPS Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Article #575: Common UNIX Printing System 1.3.9 - Documentation - Common UNIX Printing System
Security Advisory SA33111 - Gentoo update for cups - Secunia

Webmail | OVH- OVH

Zero Day Initiative

Avaya Messaging Storage Server CUPS Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
ASA-2008-470 (RHSA-2008-0937)

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:021

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

261088

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:002

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CUPS: Multiple vulnerabilities — Gentoo Linux Documentation

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IBM X-Force Exchange

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities

[SECURITY] Fedora 9 Update: cups-1.3.9-1.fc9

[SECURITY] Fedora 8 Update: cups-1.3.9-1.fc8

About Security Update 2008-007

Debian -- Security Information -- DSA-1656-1 cupsys

mandriva.com

USN-656-1: CUPS vulnerabilities | Ubuntu security notices

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

APPLE-SA-2008-10-09 Security Update 2008-007

Red Hat update for cups - Secunia Advisories - Vulnerability Intelligence - Secunia.com
rhn.redhat.com | Red Hat Support

Fedora update for cups - Secunia.com

CUPS 'HP-GL/2' Filter Remote Code Execution Vulnerability

Ubuntu update for cups - Secunia.com

CUPS Bug in HPGL Filter Lets Remote Users Execute Arbitrary Code - Security Tracker

Debian update for cupsys - Secunia Advisories - Vulnerability Intelligence - Secunia.com

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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