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CVE CVE-2008-3652
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2008-08-13 01:41:00 UTC
Updated 2023-02-13 02:19:00 UTC
Description src/racoon/handler.c in racoon in ipsec-tools does not remove an "orphaned ph1" (phase 1) handle when it has been initiate

1|

Problem Types: CWE-399 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Ipsec-tools Ipsec-tools All All All
Application Ipsec-tools Ipsec-tools All All All

Language

References

Reference

Support

APPLE-SA-2009-06-17-1 iPhone OS 3.0 Software Update

IPsec-Tools Racoon Phase 1 Handle Cleanup Flaw May Let Remote Users Deny Service - Security Tracker
[security-announce] SUSE Security Summary Report: SUSE-SR:2008:025

USN-641-1: Racoon vulnerabilities | Ubuntu

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com
IPsec-Tools: racoon Denial of Service — Gentoo Linux Documentation

IPsec-Tools Multiple Remote Denial Of Service Vulnerabilities

Webmail- OVH

Support / Security / Advisories / / MDVSA-2008:181 | Mandriva

IPsec-Tools racoon Phase 1 Handler Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Source

REDHAT

APPLE

SECTRACK

SUSE

UBUNTU

SECUNIA

GENTOO

BID

VUPEN

MANDRIVA

SECUNIA

VUPEN


https://cve.report/
https://cve.report/CVE-2008-3652/mitre
https://cve.report/CVE-2008-3652/nist
https://cve.report/CVE-2008-3652/cve_org
https://cve.report/CVE-2008-3652.pdf
http://cve.report/vendor/ipsec-tools
http://cve.report/software/ipsec-tools/ipsec-tools
http://cve.report/vendor/ipsec-tools
http://cve.report/software/ipsec-tools/ipsec-tools
http://www.redhat.com/support/errata/RHSA-2008-0849.html
http://lists.apple.com/archives/security-announce/2009/Jun/msg00005.html
http://www.securitytracker.com/id?1020692
http://lists.opensuse.org/opensuse-security-announce/2008-11/msg00001.html
http://www.ubuntu.com/usn/usn-641-1
http://secunia.com/advisories/32759
http://security.gentoo.org/glsa/glsa-200812-03.xml
http://www.securityfocus.com/bid/30657
http://www.vupen.com/english/advisories/2008/2844
http://www.mandriva.com/security/advisories?name=MDVSA-2008:181
http://secunia.com/advisories/31478
http://www.vupen.com/english/advisories/2008/2378

access.redhat.com | CVE-2008-3652 MISC
Security Advisory SA32971 - Gentoo update for ipsec-tools - Secunia SECUNIA

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA

About the security content of Security Update 2009-002 / Mac OS X v10.5.7 CONFIRM
US-CERT Technical Cyber Security Alert TA09-133A -- Apple Updates for Multiple Vulnerabilities CERT
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
Red Hat update for ipsec-tools - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
IBM X-Force Exchange XF
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:004 SUSE
Red Hat Customer Portal MISC
458846 — (CVE-2008-3652) CVE-2008-3652 ipsec-tools: racoon orphaned ph1s memory leak MISC
Repository / Oval Repository OVAL
About the security content of iPhone OS 3.0 Software Update CONFIRM
SourceForge.net: IPsec Tools: ipsec-tools-devel MLIST
APPLE-SA-2009-05-12 Security Update 2009-002 / Mac OS X v10.5.7 APPLE
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD

A | 0|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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