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Summary

CVE CVE-2008-3655

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-13 01:41:00 UTC

Updated 2018-10-11 20:48:00 UTC

Description Ruby 1.8.5 and earlier, 1.8.6 through 1.8.6-p286, 1.8.7 through 1.8.7-p71, and 1.9 through r18423 does not properly restrict access to critical variables and methods at various safe levels, which allows context-dependent attackers to bypass intended access restrictions via (1) untrace_var, (2) $PROGRAM_NAME, and (3) syslog at safe level 4, and (4) insecure methods at safe levels 1 through 3.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ruby-lang Ruby 1.6.8 All All All

Application Ruby-lang Ruby 1.8.0 All All All

Application Ruby-lang Ruby 1.8.1 All All All

Application Ruby-lang Ruby 1.8.1 -9 All All

Application Ruby-lang Ruby 1.8.2 All All All

Application Ruby-lang Ruby 1.8.2 preview2 All All

Application Ruby-lang Ruby 1.8.2 preview3 All All

Application Ruby-lang Ruby 1.8.2 preview4 All All

Application Ruby-lang Ruby 1.8.3 All All All

Application Ruby-lang Ruby 1.8.3 preview1 All All

Application Ruby-lang Ruby 1.8.3 preview2 All All

Application Ruby-lang Ruby 1.8.3 preview3 All All

Application Ruby-lang Ruby 1.8.4 All All All

Application Ruby-lang Ruby 1.8.4 preview1 All All

Application Ruby-lang Ruby 1.8.4 preview2 All All

Application Ruby-lang Ruby 1.8.4 preview3 All All

Application Ruby-lang Ruby 1.8.5 p11 All All
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Application Ruby-lang Ruby 1.8.5 p11 All All

Application Ruby-lang Ruby 1.8.5 p113 All All

Application Ruby-lang Ruby 1.8.5 p115 All All

Application Ruby-lang Ruby 1.8.5 p12 All All

Application Ruby-lang Ruby 1.8.5 p2 All All

Application Ruby-lang Ruby 1.8.5 p35 All All

Application Ruby-lang Ruby 1.8.5 preview1 All All

Application Ruby-lang Ruby 1.8.5 preview2 All All

Application Ruby-lang Ruby 1.8.5 preview3 All All

Application Ruby-lang Ruby 1.8.5 preview4 All All

Application Ruby-lang Ruby 1.8.5 preview5 All All

Application Ruby-lang Ruby 1.8.6 All All All

Application Ruby-lang Ruby 1.8.6 p110 All All

Application Ruby-lang Ruby 1.8.6 p111 All All

Application Ruby-lang Ruby 1.8.6 p114 All All

Application Ruby-lang Ruby 1.8.6 p230 All All

Application Ruby-lang Ruby 1.8.6 p286 All All

Application Ruby-lang Ruby 1.8.6 p36 All All

Application Ruby-lang Ruby 1.8.6 preview1 All All

Application Ruby-lang Ruby 1.8.6 preview2 All All

Application Ruby-lang Ruby 1.8.6 preview3 All All

Application Ruby-lang Ruby 1.8.7 All All All

Application Ruby-lang Ruby 1.8.7 p17 All All

Application Ruby-lang Ruby 1.8.7 p22 All All

Application Ruby-lang Ruby 1.8.7 p71 All All

Application Ruby-lang Ruby 1.8.7 preview1 All All

Application Ruby-lang Ruby 1.8.7 preview2 All All

Application Ruby-lang Ruby 1.8.7 preview3 All All

Application Ruby-lang Ruby 1.8.7 preview4 All All

Application Ruby-lang Ruby 1.9.0 All All All

Application Ruby-lang Ruby 1.6.8 All All All

Application Ruby-lang Ruby 1.8.0 All All All

Application Ruby-lang Ruby 1.8.1 All All All

Application Ruby-lang Ruby 1.8.1 -9 All All

Application Ruby-lang Ruby 1.8.2 All All All

Application Ruby-lang Ruby 1.8.2 preview2 All All
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Application Ruby-lang Ruby 1.8.2 preview3 All All
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Application Ruby-lang Ruby 1.8.6 preview2 All All
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Application Ruby-lang Ruby 1.8.7 All All All

Application Ruby-lang Ruby 1.8.7 p17 All All
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Application Ruby-lang Ruby 1.8.7 p71 All All

Application Ruby-lang Ruby 1.8.7 preview1 All All
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Application Ruby-lang Ruby 1.8.7 preview1 All All

Application Ruby-lang Ruby 1.8.7 preview2 All All

Application Ruby-lang Ruby 1.8.7 preview3 All All

Application Ruby-lang Ruby 1.8.7 preview4 All All

Application Ruby-lang Ruby 1.9.0 All All All

Application Ruby-lang Ruby All All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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