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Summary

CVE CVE-2008-3657

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-13 01:41:00 UTC

Updated 2018-10-11 20:49:00 UTC

Description The dl module in Ruby 1.8.5 and earlier, 1.8.6 through 1.8.6-p286, 1.8.7 through 1.8.7-p71, and 1.9 through r18423 does not check "taintness" of inputs, which allows context-dependent attackers to bypass safe levels and execute dangerous functions by accessing a library using DL.dlopen.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ruby-lang Ruby 1.6.8 All All All

Application Ruby-lang Ruby 1.8.0 All All All

Application Ruby-lang Ruby 1.8.1 All All All

Application Ruby-lang Ruby 1.8.1 -9 All All

Application Ruby-lang Ruby 1.8.2 All All All

Application Ruby-lang Ruby 1.8.2 preview2 All All

Application Ruby-lang Ruby 1.8.2 preview3 All All

Application Ruby-lang Ruby 1.8.2 preview4 All All

Application Ruby-lang Ruby 1.8.3 All All All

Application Ruby-lang Ruby 1.8.3 preview1 All All

Application Ruby-lang Ruby 1.8.3 preview2 All All

Application Ruby-lang Ruby 1.8.3 preview3 All All

Application Ruby-lang Ruby 1.8.4 All All All

Application Ruby-lang Ruby 1.8.4 preview1 All All

Application Ruby-lang Ruby 1.8.4 preview2 All All

Application Ruby-lang Ruby 1.8.4 preview3 All All

Application Ruby-lang Ruby 1.8.5 p11 All All
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Application Ruby-lang Ruby 1.8.5 p11 All All

Application Ruby-lang Ruby 1.8.5 p113 All All

Application Ruby-lang Ruby 1.8.5 p115 All All

Application Ruby-lang Ruby 1.8.5 p12 All All

Application Ruby-lang Ruby 1.8.5 p2 All All

Application Ruby-lang Ruby 1.8.5 p35 All All

Application Ruby-lang Ruby 1.8.5 preview1 All All

Application Ruby-lang Ruby 1.8.5 preview2 All All

Application Ruby-lang Ruby 1.8.5 preview3 All All

Application Ruby-lang Ruby 1.8.5 preview4 All All

Application Ruby-lang Ruby 1.8.5 preview5 All All

Application Ruby-lang Ruby 1.8.6 All All All

Application Ruby-lang Ruby 1.8.6 p110 All All

Application Ruby-lang Ruby 1.8.6 p114 All All

Application Ruby-lang Ruby 1.8.6 preview1 All All

Application Ruby-lang Ruby 1.8.6 preview2 All All

Application Ruby-lang Ruby 1.8.6 preview3 All All

Application Ruby-lang Ruby 1.8.7 All All All

Application Ruby-lang Ruby 1.8.7 p17 All All

Application Ruby-lang Ruby 1.8.7 p22 All All

Application Ruby-lang Ruby 1.8.7 p71 All All

Application Ruby-lang Ruby 1.8.7 preview1 All All

Application Ruby-lang Ruby 1.8.7 preview2 All All

Application Ruby-lang Ruby 1.8.7 preview3 All All

Application Ruby-lang Ruby 1.8.7 preview4 All All

Application Ruby-lang Ruby 1.9.0 All All All

Application Ruby-lang Ruby 1.6.8 All All All

Application Ruby-lang Ruby 1.8.0 All All All

Application Ruby-lang Ruby 1.8.1 All All All

Application Ruby-lang Ruby 1.8.1 -9 All All

Application Ruby-lang Ruby 1.8.2 All All All

Application Ruby-lang Ruby 1.8.2 preview2 All All

Application Ruby-lang Ruby 1.8.2 preview3 All All

Application Ruby-lang Ruby 1.8.2 preview4 All All

Application Ruby-lang Ruby 1.8.3 All All All

Application Ruby-lang Ruby 1.8.3 preview1 All All
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Application Ruby-lang Ruby 1.8.3 preview2 All All

Application Ruby-lang Ruby 1.8.3 preview3 All All

Application Ruby-lang Ruby 1.8.4 All All All

Application Ruby-lang Ruby 1.8.4 preview1 All All

Application Ruby-lang Ruby 1.8.4 preview2 All All

Application Ruby-lang Ruby 1.8.4 preview3 All All

Application Ruby-lang Ruby 1.8.5 p11 All All

Application Ruby-lang Ruby 1.8.5 p113 All All

Application Ruby-lang Ruby 1.8.5 p115 All All

Application Ruby-lang Ruby 1.8.5 p12 All All

Application Ruby-lang Ruby 1.8.5 p2 All All

Application Ruby-lang Ruby 1.8.5 p35 All All

Application Ruby-lang Ruby 1.8.5 preview1 All All

Application Ruby-lang Ruby 1.8.5 preview2 All All

Application Ruby-lang Ruby 1.8.5 preview3 All All

Application Ruby-lang Ruby 1.8.5 preview4 All All

Application Ruby-lang Ruby 1.8.5 preview5 All All

Application Ruby-lang Ruby 1.8.6 All All All

Application Ruby-lang Ruby 1.8.6 p110 All All

Application Ruby-lang Ruby 1.8.6 p114 All All

Application Ruby-lang Ruby 1.8.6 preview1 All All

Application Ruby-lang Ruby 1.8.6 preview2 All All

Application Ruby-lang Ruby 1.8.6 preview3 All All

Application Ruby-lang Ruby 1.8.7 All All All

Application Ruby-lang Ruby 1.8.7 p17 All All

Application Ruby-lang Ruby 1.8.7 p22 All All

Application Ruby-lang Ruby 1.8.7 p71 All All

Application Ruby-lang Ruby 1.8.7 preview1 All All

Application Ruby-lang Ruby 1.8.7 preview2 All All

Application Ruby-lang Ruby 1.8.7 preview3 All All

Application Ruby-lang Ruby 1.8.7 preview4 All All

Application Ruby-lang Ruby 1.9.0 All All All

Application Ruby-lang Ruby All All All All
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Debian -- Security Information -- DSA-1651-1 ruby1.8 DEBIAN

Ruby Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Advisories:rPSA-2008-0264 - rPath Wiki CONFIRM

Ruby 'dl' Does Not Check for Taint - SecurityTracker SECTRACK

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

USN-651-1: Ruby vulnerabilities | Ubuntu security notices UBUNTU

Debian update for ruby1.8 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

ASA-2008-424 (RHSA-2008-0897) CONFIRM

Red Hat update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityFocus BUGTRAQ

About Secunia Research | Flexera SECUNIA

#494401 - ruby1.8: New release (1.8.7-p71) with vulnerabilities fixes - Debian Bug report logs CONFIRM

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

[SECURITY] Fedora 9 Update: ruby-1.8.6.287-2.fc9 FEDORA

rPath update for ruby - Secunia.com SECUNIA

About the security content of Security Update 2009-002 / Mac OS X v10.5.7 CONFIRM

IBM X-Force Exchange XF

US-CERT Technical Cyber Security Alert TA09-133A -- Apple Updates for Multiple Vulnerabilities CERT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Ruby: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Debian -- Security Information -- DSA-1652-1 ruby1.9 DEBIAN

Red Hat Customer Portal REDHAT

APPLE-SA-2009-05-12 Security Update 2009-002 / Mac OS X v10.5.7 APPLE

Ruby Multiple Security Bypass and Denial of Service Vulnerabilities BID

Ubuntu update for ruby1.8 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Debian update for ruby1.9 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Multiple vulnerabilities in Ruby CONFIRM

Fedora update for ruby - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[SECURITY] Fedora 8 Update: ruby-1.8.6.287-2.fc8 FEDORA

Repository / Oval Repository OVAL

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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