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Buffer overflow in the imageloadfont function in ext/gd/gd.c in PHP 4.4.x before 4.4.9 and PHP 5.2 before 5.2.6-r6 allows cc
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 4.4.0 All All All
Php Php 4.41 All All All
Php Php 442 All All All
Php Php 4.4.3 All All All
Php Php 444 All All All
Php Php 4.45 All All All
Php Php 446 All All All
Php Php 4.4.7 All All All
Php Php 448 All All Al
Php Php 5.2.0 All All All
Php Php 5.2.1 All All All
Php Php 5.2.2 All All All
Php Php 5.2.3 All All All
Php Php 5.2.4 All All Al
Php Php 5.2.5 All All All
Php Php 5.2.6 All All All
Php Php 4.4.0 All All All
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Application Php Php 4.41 All
Application Php Php 4.4.2 All
Application Php Php 4.4.3 All
Application Php Php 444 All
Application Php Php 4.45 All
Application Php Php 4.4.6 All
Application Php Php 4.4.7 All
Application Php Php 4.4.8 All
Application Php Php 5.2.0 All
Application Php Php 5.2.1 All
Application Php Php 5.2.2 All
Application Php Php 5.2.3 All
Application Php Php 5.2.4 All
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-04-07 Joshua Bressers This issue has been addressed in the affected versions of PHP packages shipped in Red H:

-l

4] |

There are currently no legacy QID mappings associated with this CVE.
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