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Gallery before 1.5.9, and 2.x before 2.2.6, does not set the secure flag for the session cookie in an https session, which car
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Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Gallery Gallery 2.2.0 All All All
Gallery Gallery 2.2.1 All All All
Gallery Gallery 222 All All All
Gallery Gallery 223 All All All
Gallery Gallery 224 All All All
Gallery Gallery 220 All All All
Gallery Gallery 2.2.1 All All All
Gallery Gallery 222 All All All
Gallery Gallery 2.2.3 All All All
Gallery Gallery 224 All All All
Gallery Gallery All All All All
Gallery Gallery All All All All
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[SECURITY] Fedora 9 Update: gallery2-2.3-1.fc9 FEDORA  www.redhat.com

Gallery 1.5.9 Released | Gallery CONFIRM  gallery.menalto.com Patch
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Gallery Prior to 2.2.6 Multiple Vulnerabilities

[SECURITY] Fedora 8 Update: gallery2-2.3-1.fc8

Full Disclosure: menalto gallery: Session hijacking vulnerability, CVE-2008-3662
Security Advisory SA32662 - Gentoo update for gallery - Secunia

Fedora update for gallery2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityFocus

Gallery 2.2.6 Security Fix Release | Gallery

Gentoo Linux Documentation -- Gallery: Multiple vulnerabilities

menalto gallery: Session hijacking vulnerability, CVE-2008-3662
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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