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Summary

CVE CVE-2008-3688

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-14 22:41:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description sockethandler.cpp in HTTP Antivirus Proxy (HAVP) 0.88 allows remote attackers to cause a denial of service (hang) by connecting to a non-responsive server, which triggers an infinite loop due to an uninitialized variable.

Risk And Classification

Primary CVSS: v3.1 7.5 HIGH from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Problem Types: CWE-908 | n/a

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

2.0 nvd@nist.gov Primary 4.3 AV:N/AC:M/Au:N/C:N/I:N/A:P

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

None

Availability

https://cve.report/
https://cve.report/CVE-2008-3688/mitre
https://cve.report/CVE-2008-3688/nist
https://cve.report/CVE-2008-3688/cve_org
https://cve.report/api/cve/CVE-2008-3688.json
https://cve.report/CVE-2008-3688.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Havp Http Antivirus Proxy 0.88 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

HTTP Anti Virus Proxy Bug in 'sockethandler.cpp' Lets Remote Users Deny Service - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

HAVP Denial of Service Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

HAVP: Denial of Service — Gentoo Linux Documentation af854a3a-2127-422b-91ae-364da2661108

IBM X-Force Exchange af854a3a-2127-422b-91ae-364da2661108

Page not found - SourceForge.net af854a3a-2127-422b-91ae-364da2661108

HAVP 'sockethandler.cpp' Client Connect Infinite Loop Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108

HAVP - HTTP Anti Virus Proxy - The web antivirus solution af854a3a-2127-422b-91ae-364da2661108

Gentoo update for havp - Secunia Advisories - Vulnerability Intelligence - Secunia.com af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

http://cve.report/vendor/havp
http://cve.report/software/havp/http_antivirus_proxy
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securitytracker.com/id?1020900
http://secunia.com/advisories/31494
http://www.gentoo.org/security/en/glsa/glsa-200809-11.xml
https://exchange.xforce.ibmcloud.com/vulnerabilities/44467
https://sourceforge.net/mailarchive/message.php?msg_name=487CDF51.5060201%2540endian.com
http://www.securityfocus.com/bid/30697
http://www.server-side.de/index.htm
http://secunia.com/advisories/31971
https://www.cve.org/CVERecord?id=CVE-2008-3688
https://nvd.nist.gov/vuln/detail/CVE-2008-3688


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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