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Summary

CVE CVE-2008-3691

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-03 14:12:00 UTC

Updated 2018-11-01 15:14:00 UTC

Description Unspecified vulnerability in a certain ActiveX control in VMware Workstation 5.5.x before 5.5.8 build 108000, VMware Workstation 6.0.x before 6.0.5 build 109488, VMware Player 1.x before 1.0.8 build 108000, VMware Player 2.x before 2.0.5 build 109488, VMware ACE 1.x before 1.0.7 build 108880, VMware ACE 2.x before 2.0.5 build 109488, and VMware Server before 1.0.7 build 108231 has unknown impact and remote attack vectors, a different vulnerability than CVE-2008-3692, CVE-2008-3693, CVE-2008-3694, CVE-2008-3695, and CVE-2008-3696.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Ace All All All All

Application Vmware Ace All All All All

Application Vmware Player All All All All

Application Vmware Player All All All All

Application Vmware Server All All All All

Application Vmware Server All All All All

Application Vmware Workstation All All All All

Application Vmware Workstation All All All All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

VMware Workstation 6 Release Notes

VMware Player Release Notes

VMware Server Release Notes

[Full-disclosure] VMSA-2008-0014 Updates to VMware Workstation, VMware Player, VMware ACE, VMware Server, VMware ESX address information disclosure, privilege escalation and other security issues.

SecurityReason - VMware * address information disclosure, privilege escalation and other security issues.

https://cve.report/
https://cve.report/CVE-2008-3691/mitre
https://cve.report/CVE-2008-3691/nist
https://cve.report/CVE-2008-3691/cve_org
https://cve.report/api/cve/CVE-2008-3691.json
https://cve.report/CVE-2008-3691.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/ace
http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/player
http://cve.report/vendor/vmware
http://cve.report/software/vmware/server
http://cve.report/vendor/vmware
http://cve.report/software/vmware/server
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://cve.report/vendor/vmware
http://cve.report/software/vmware/workstation
http://www.vupen.com/english/advisories/2008/2466
http://www.vmware.com/support/ws6/doc/releasenotes_ws6.html
http://www.vmware.com/support/player2/doc/releasenotes_player2.html
http://www.vmware.com/support/server/doc/releasenotes_server.html
http://lists.grok.org.uk/pipermail/full-disclosure/2008-August/064118.html
http://securityreason.com/securityalert/4202


VMSA-2008-0014.3 - VMware

VMware Workstation 5.5 Release Notes

VMware ACE Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

VMware Player Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

VMware ACE Release Notes

VMware Player Release Notes

VMware ACE Release Notes

VMware Server Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

VMware Multiple ActiveX Controls Multiple Unspecified Security Vulnerabilities

VMware Workstation Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

VMware Workstation/ACE/Player/Server ActiveX Controls Let Remote Users Execute Arbitrary Code - SecurityTracker

SecurityFocus

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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