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Summary

CVE CVE-2008-3714

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-19 19:41:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description Cross-site scripting (XSS) vulnerability in awstats.pl in AWStats 6.8 allows remote attackers to inject arbitrary web script or HTML via the query_string, a different vulnerability than CVE-2006-3681 and CVE-2006-1945.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Awstats Awstats 6.8 All All All

Application Awstats Awstats 6.8 All All All

References

Reference Source Link

Debian update for awstats - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

AWStats Input Validation Hole in Displaying Action Attribute Permits Cross-Site Scripting Attacks - SecurityTracker SECTRACK www.securitytracker.com

[SECURITY] Fedora 8 Update: awstats-6.8-2.fc8 FEDORA www.redhat.com

USN-686-1: AWStats vulnerability | Ubuntu UBUNTU www.ubuntu.com

Debian -- Security Information -- DSA-1679-1 awstats DEBIAN www.debian.org

[SECURITY] Fedora 9 Update: awstats-6.8-2.fc9 FEDORA www.redhat.com

AWStats URL Cross-Site Scripting Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

#495432 - XSS in awstats < 6.9beta (upstream bug 2001151) - Debian Bug report logs CONFIRM bugs.debian.org

Ubuntu update for awstats - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Fedora update for awstats - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

AWStats / Bugs / #686 XSS Issue CONFIRM sourceforge.net
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https://www.redhat.com/archives/fedora-package-announce/2008-September/msg00355.html
http://www.ubuntu.com/usn/usn-686-1
http://www.debian.org/security/2008/dsa-1679
https://www.redhat.com/archives/fedora-package-announce/2008-September/msg00107.html
http://secunia.com/advisories/31519
https://exchange.xforce.ibmcloud.com/vulnerabilities/44504
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=495432
http://secunia.com/advisories/33002
http://secunia.com/advisories/31759
http://sourceforge.net/tracker/index.php?func=detail&aid=2001151&group_id=13764&atid=113764


awstats.sourceforge.net/docs/awstats_changelog.txt CONFIRM awstats.sourceforge.net

Webmail - OVH VUPEN www.vupen.com

Support / Security / Advisories / / MDVSA-2008:203 | Mandriva MANDRIVA www.mandriva.com

AWStats 'awstats.pl' Cross-Site Scripting Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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