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Summary

CVE CVE-2008-3746

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-27 15:21:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description neon 0.28.0 through 0.28.2 allows remote servers to cause a denial of service (NULL pointer dereference and crash) via vectors related to Digest authentication, Digest domain parameter support, and the parse_domain function.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webdav Neon 0.28.0 All All All

Application Webdav Neon 0.28.1 All All All

Application Webdav Neon 0.28.2 All All All

Application Webdav Neon 0.28.0 All All All

Application Webdav Neon 0.28.1 All All All

Application Webdav Neon 0.28.2 All All All

References

Reference Source Link

Webmail - OVH VUPEN www.vupen.com

Fedora update for neon - Secunia.com SECUNIA secunia.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[security-announce] SUSE Security Summary Report SUSE-SR:2008:017 SUSE lists.opensuse.org

[SECURITY] Fedora 9 Update: neon-0.28.3-1.fc9 FEDORA www.redhat.com

CVE-2008-3746: NULL pointer dereference in Digest domain support MLIST lists.manyfish.co.uk

oss-security - Re: CVE request for neon MLIST www.openwall.com

neon NULL Pointer Dereference in parse_domain() Lets Remote Servers Deny Service - SecurityTracker SECTRACK www.securitytracker.com
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https://www.redhat.com/archives/fedora-package-announce/2008-October/msg00367.html
http://lists.manyfish.co.uk/pipermail/neon/2008-August/000040.html
http://www.openwall.com/lists/oss-security/2008/08/20/5
http://www.securitytracker.com/id?1020725


Ubuntu update for neon and neon27 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Neon Digest Authentication Null Pointer Exception Denial Of Service Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Support / Security / Advisories / / MDVSA-2009:074 | Mandriva MANDRIVA www.mandriva.com

neon "parse_domain()" Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

#476571 - libneon27: segmentation fault with dav/https shares - Debian Bug report logs CONFIRM bugs.debian.org

USN-835-1: neon vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

neon: release 0.28.3 (SECURITY) MLIST lists.manyfish.co.uk

oss-security - CVE request for neon MLIST www.openwall.com

oss-security - Re: CVE request for neon MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-08-28 Tomas Hoger Not vulnerable. This issue did not affect the versions of neon as shipped with Red Hat Enterprise Linux 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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