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CVE CVE-2008-3746
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-27 15:21:00 UTC
Updated 2017-08-08 01:32:00 UTC
Description neon 0.28.0 through 0.28.2 allows remote servers to cause a denial of service (NULL pointer dereference and crash) via ve

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Webdav Neon 0.28.0 All All All
Application Webdav Neon 0.28.1 All All All
Application Webdav Neon 0.28.2 All All All
Application Webdav Neon 0.28.0 All All All
Application Webdav Neon 0.28.1 All All All
Application Webdav Neon 0.28.2 All All All

References |
Reference Source Link
Webmail - OVH VUPEN WWW.VL
Fedora update for neon - Secunia.com SECUNIA secunie
SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunit
[security-announce] SUSE Security Summary Report SUSE-SR:2008:017 SUSE lists.op
[SECURITY] Fedora 9 Update: neon-0.28.3-1.fc9 FEDORA WWW.re
CVE-2008-3746: NULL pointer dereference in Digest domain support MLIST lists.me
oss-security - Re: CVE request for neon MLIST WWW.0|
neon NULL Pointer Dereference in parse_domain() Lets Remote Servers Deny Service - Security Tracker SECTRACK  www.s¢
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http://www.vupen.com/english/advisories/2008/2420
http://secunia.com/advisories/32286
http://secunia.com/advisories/31687
http://lists.opensuse.org/opensuse-security-announce/2008-08/msg00006.html
https://www.redhat.com/archives/fedora-package-announce/2008-October/msg00367.html
http://lists.manyfish.co.uk/pipermail/neon/2008-August/000040.html
http://www.openwall.com/lists/oss-security/2008/08/20/5
http://www.securitytracker.com/id?1020725

Ubuntu update for neon and neon27 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Neon Digest Authentication Null Pointer Exception Denial Of Service Vulnerability BID
IBM X-Force Exchange XF
Support / Security / Advisories / / MDVSA-2009:074 | Mandriva MANDRIVA

neon "parse_domain()" Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA

#476571 - libneon27: segmentation fault with dav/https shares - Debian Bug report logs CONFIRM
USN-835-1: neon vulnerabilities | Ubuntu UBUNTU
neon: release 0.28.3 (SECURITY) MLIST
oss-security - CVE request for neon MLIST
oss-security - Re: CVE request for neon MLIST
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit
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Organization Published Contributor Statement

Red Hat 2008-08-28 Tomas Hoger Not vulnerable. This issue did not affect the versions of neon as shipped with Red Hat Enterpri
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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