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CVE CVE-2008-3761
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-21 17:41:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description hcmon.sys in VMware Workstation 6.5.1 and earlier, VMware Player 2.5.1 and earlier, VMware ACE 2.5.1 and earlier, and '

/ |

Risk And Classification

Primary CVSS: v2.0 4.9 from nvd@nist.gov

AV:L/AC:L/Au:N/C:N/I:N/A:C

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

Complete

AV:L/AC:L/Au:N/C:N/I:N/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vmware Vmware Workstation 6.0.0.45731 All All All


https://cve.report/
https://cve.report/CVE-2008-3761/mitre
https://cve.report/CVE-2008-3761/nist
https://cve.report/CVE-2008-3761/cve_org
https://cve.report/api/cve/CVE-2008-3761.json
https://cve.report/CVE-2008-3761.pdf
http://cve.report/vendor/vmware
http://cve.report/software/vmware/vmware_workstation

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference S
IBM X-Force Exchange a
SecurityTracker.com Archives - VMware Workstation 'hcmon.sys' IOCTL Validation Flaw Lets Local Users Deny Service a
[Security-announce] VMSA-2009-0005 VMware Hosted products, VI Client and patches for ESX and ESXi resolve multiple security issues a
VMware Hosted Products VMSA-2009-0005 Multiple Remote Vulnerabilities a
VMSA-2009-0005 a
SecurityReason - VMware Workstation (hcmon.sys 6.0.0.45731) Local DoS Vulnerability a
VMware Workstation (hcmon.sys 6.0.0.45731) Local DoS Vulnerability a
Full Disclosure: VMSA-2009-0005 VMware Hosted products, VI Client and patches for ESX and ESXi resolve multiple security issues a
www.orange-bat.com/adv/2008/adv.08.17.txt a
VMware Workstation 'hcmon.sys' Local Denial Of Service Vulnerability a
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH a
CVE Program record C
NVD vulnerability detail N
< e s s |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/44539
http://www.securitytracker.com/id?1020715
http://lists.vmware.com/pipermail/security-announce/2009/000054.html
http://www.securityfocus.com/bid/34373
http://www.vmware.com/security/advisories/VMSA-2009-0005.html
http://securityreason.com/securityalert/4177
https://www.exploit-db.com/exploits/6262
http://seclists.org/fulldisclosure/2009/Apr/0036.html
http://www.orange-bat.com/adv/2008/adv.08.17.txt
http://www.securityfocus.com/bid/30737
http://www.vupen.com/english/advisories/2009/0944
https://www.cve.org/CVERecord?id=CVE-2008-3761
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