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Summary

CVE CVE-2008-3789

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-27 20:41:00 UTC

Updated 2022-10-31 15:04:00 UTC

Description Samba 3.2.0 uses weak permissions (0666) for the (1) group_mapping.tdb and (2) group_mapping.ldb files, which allows local users to modify the membership of Unix groups.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Samba Samba All All All All

Application Samba Samba 3.2.0 All All All

Application Samba Samba 3.2.0 All All All

References

Reference Source Link

Webmail - OVH VUPEN www.vupen.com

Samba 'group_mapping.ldb' Has Unsafe Permissions That Let Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

oss-security - CVE Request (samba) MLIST www.openwall.com

Samba Group Mappings File Insecure Permissions Local Security Vulnerability BID www.securityfocus.com

Samba - Security Announcement Archive CONFIRM samba.org

#496073 - samba: group_mapping.ldb created world writeable after manual deletion - Debian Bug report logs CONFIRM bugs.debian.org

Samba "group_mapping.ldb" Insecure Permissions Security Issue - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2008-3789/mitre
https://cve.report/CVE-2008-3789/nist
https://cve.report/CVE-2008-3789/cve_org
https://cve.report/api/cve/CVE-2008-3789.json
https://cve.report/CVE-2008-3789.pdf
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://www.vupen.com/english/advisories/2008/2440
http://www.securitytracker.com/id?1020770
https://exchange.xforce.ibmcloud.com/vulnerabilities/44678
http://www.openwall.com/lists/oss-security/2008/08/26/2
http://www.securityfocus.com/bid/30837
http://samba.org/samba/security/CVE-2008-3789.html
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=496073
http://secunia.com/advisories/31601
https://www.cve.org/CVERecord?id=CVE-2008-3789
https://nvd.nist.gov/vuln/detail/CVE-2008-3789


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-08-28 Tomas Hoger Not vulnerable. This issue did not affect the versions of samba as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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