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Summary

CVE CVE-2008-3805

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-26 16:21:00 UTC

Updated 2022-06-02 17:17:00 UTC

Description Cisco IOS 12.0 through 12.4 on Cisco 10000, uBR10012 and uBR7200 series devices handles external UDP packets that are sent to 127.0.0.0/8 addresses intended for IPC communication within the device, which allows remote attackers to cause a denial of service (device or linecard reload) via crafted UDP packets, a different vulnerability than CVE-2008-3806.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ios 12.2b All All All

Hardware Cisco Ios 12.2ca All All All

Hardware Cisco Ios 12.2l All All All

Hardware Cisco Ios 12.2rc All All All

Hardware Cisco Ios 12.2s All All All

Hardware Cisco Ios 12.2t All All All

Hardware Cisco Ios 12.2zx All All All

Hardware Cisco Ios 12.3bc All All All

Hardware Cisco Ios 12.3t All All All

Hardware Cisco Ios 12.3xi All All All

Hardware Cisco Ios 12.4 All All All

Operating System Cisco Ios 12.2b All All All

Operating System Cisco Ios 12.2ca All All All

Operating System Cisco Ios 12.2l All All All

Operating System Cisco Ios 12.2rc All All All

Operating System Cisco Ios 12.2s All All All

Operating System Cisco Ios 12.2t All All All
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Operating System Cisco Ios 12.2t All All All

Operating System Cisco Ios 12.2zx All All All

Operating System Cisco Ios 12.3bc All All All

Operating System Cisco Ios 12.3t All All All

Operating System Cisco Ios 12.3xi All All All

Operating System Cisco Ios 12.4 All All All

Hardware Cisco Ios 12.2b All All All

Hardware Cisco Ios 12.2ca All All All

Hardware Cisco Ios 12.2l All All All

Hardware Cisco Ios 12.2rc All All All

Hardware Cisco Ios 12.2s All All All

Hardware Cisco Ios 12.2t All All All

Hardware Cisco Ios 12.2zx All All All

Hardware Cisco Ios 12.3bc All All All

Hardware Cisco Ios 12.3t All All All

Hardware Cisco Ios 12.3xi All All All

Hardware Cisco Ios 12.4 All All All

References

Reference Source Link

Cisco IOS IPC Message Denial of Service Vulnerability CONFIRM tools.cisco.com

Cisco IOS 10000, uBR10012, uBR7200 Series IPC Processing Bug Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Repository / Oval Repository OVAL oval.cisecurity.org

Cisco IOS Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Cisco Security Advisory: Cisco 10000, uBR10012, uBR7200 Series Devices IPC Vulnerability - Cisco Systems CISCO www.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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