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Certain versions of Ios from Cisco contain the following vulnerability:

Cisco IOS 12.2 and 12.3 on Cisco uBR10012 series devices, when
linecard redundancy is configured, enables a read/write SNMP service
with "private" as the community, which allows remote attackers to
obtain administrative access by guessing this community and sending
SNMP requests.

CVSS2 Score: 9.3 - HIGH
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CVE References

Description Tags Link

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:5452

Cisco IOS Multiple Vulnerabilities - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 31990

Cisco uBR10012 Series Devices Grant SNMP Access to Remote
Users - SecurityTracker

www.securitytracker.com

text/html

 SECTRACK 1020941

Cisco Security Advisory: Cisco uBR10012 Series Devices SNMP
Vulnerability - Cisco Systems

Patch

www.cisco.com

text/html

 CISCO 20080924 Cisco uBR10012
Series Devices SNMP Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH

www.vupen.com

text/html

 VUPEN ADV-2008-2670

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Ios 12.2bc All All All

Hardware Cisco Ios 12.2cx All All All

Hardware Cisco Ios 12.2cy All All All

Hardware Cisco Ios 12.2xf All All All

Hardware Cisco Ios 12.3bc All All All

Operating
System

Cisco Ios 12.2bc All All All

Operating
System

Cisco Ios 12.2cx All All All

Operating
System

Cisco Ios 12.2cy All All All

Operating
System

Cisco Ios 12.2xf All All All

Operating
System

Cisco Ios 12.3bc All All All

Hardware Cisco Ios 12.2bc All All All

Hardware Cisco Ios 12.2cx All All All

Hardware Cisco Ios 12.2cy All All All

Hardware Cisco Ios 12.2xf All All All

Hardware Cisco Ios 12.3bc All All All
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cpe:2.3:h:cisco:ios:12.2xf:*:*:*:*:*:*:*:

cpe:2.3:h:cisco:ios:12.3bc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2bc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2cx:*:*:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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