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Summary

CVE CVE-2008-3827

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-29 19:25:00 UTC

Updated 2018-10-11 20:49:00 UTC

Description Multiple integer underflows in the Real demuxer (demux_real.c) in MPlayer 1.0_rc2 and earlier allow remote attackers to cause a denial of service (process termination) and possibly execute arbitrary code via a crafted video file that causes the stream_read function to read or write arbitrary memory.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mplayer Mplayer 0.90 All All All

Application Mplayer Mplayer 0.90_pre All All All

Application Mplayer Mplayer 0.90_rc All All All

Application Mplayer Mplayer 0.90_rc4 All All All

Application Mplayer Mplayer 0.91 All All All

Application Mplayer Mplayer 0.92 All All All

Application Mplayer Mplayer 0.92.1 All All All

Application Mplayer Mplayer 0.92_cvs All All All

Application Mplayer Mplayer 1.0_pre1 All All All

Application Mplayer Mplayer 1.0_pre2 All All All

Application Mplayer Mplayer 1.0_pre3 All All All

Application Mplayer Mplayer 1.0_pre3try2 All All All

Application Mplayer Mplayer 1.0_pre4 All All All

Application Mplayer Mplayer 1.0_pre5 All All All

Application Mplayer Mplayer 1.0_pre5try1 All All All

Application Mplayer Mplayer 1.0_pre5try2 All All All

Application Mplayer Mplayer 1.0_pre6 All All All
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Application Mplayer Mplayer 1.0_pre6 All All All

Application Mplayer Mplayer 1.0_pre7 All All All

Application Mplayer Mplayer 1.0_pre7try2 All All All

Application Mplayer Mplayer 1.0_rc1 All All All

Application Mplayer Mplayer 0.90 All All All

Application Mplayer Mplayer 0.90_pre All All All

Application Mplayer Mplayer 0.90_rc All All All

Application Mplayer Mplayer 0.90_rc4 All All All

Application Mplayer Mplayer 0.91 All All All

Application Mplayer Mplayer 0.92 All All All

Application Mplayer Mplayer 0.92.1 All All All

Application Mplayer Mplayer 0.92_cvs All All All

Application Mplayer Mplayer 1.0_pre1 All All All

Application Mplayer Mplayer 1.0_pre2 All All All

Application Mplayer Mplayer 1.0_pre3 All All All

Application Mplayer Mplayer 1.0_pre3try2 All All All

Application Mplayer Mplayer 1.0_pre4 All All All

Application Mplayer Mplayer 1.0_pre5 All All All

Application Mplayer Mplayer 1.0_pre5try1 All All All

Application Mplayer Mplayer 1.0_pre5try2 All All All

Application Mplayer Mplayer 1.0_pre6 All All All

Application Mplayer Mplayer 1.0_pre7 All All All

Application Mplayer Mplayer 1.0_pre7try2 All All All

Application Mplayer Mplayer 1.0_rc1 All All All

Application Mplayer Mplayer All All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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