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Summary

CVE CVE-2008-3831

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-20 17:59:00 UTC

Updated 2023-02-13 02:19:00 UTC

Description The i915 driver in (1) drivers/char/drm/i915_dma.c in the Linux kernel 2.6.24 on Debian GNU/Linux and (2) sys/dev/pci/drm/i915_drv.c in OpenBSD does not restrict the DRM_I915_HWS_ADDR ioctl to the Direct Rendering Manager (DRM) master, which allows local users to cause a denial of service (memory corruption) via a crafted ioctl call, related to absence of the DRM_MASTER and DRM_ROOT_ONLY flags in the ioctl's configuration.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Linux All All All All

Operating System Debian Linux All All All All

Operating System Linux Linux Kernel 2.6.24 All All All

Operating System Linux Linux Kernel 2.6.24 All All All

Operating System Openbsd Linux All All All All

Operating System Openbsd Linux All All All All
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Ubuntu update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 9 Update: kernel-2.6.26.6-79.fc9 FEDORA www.redhat.com

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 8 Update: kernel-2.6.26.6-49.fc8 FEDORA www.redhat.com

Error CONFIRM www.openbsd.org Exploit

Linux Kernel i915 Driver May Let Local Users Gain Elevated Privileges - SecurityTracker SECTRACK securitytracker.com

USN-659-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Fedora update for kernel - Secunia.com SECUNIA secunia.com Vendor Advisory

Advisories | Mandriva MANDRIVA www.mandriva.com

Support REDHAT www.redhat.com

410 Gone MISC www.openbsd.org

SecurityFocus BUGTRAQ www.securityfocus.com

404 Not Found CONFIRM security.debian.org

Repository / Oval Repository OVAL oval.cisecurity.org

Debian update for linux-2.6 - Secunia.com SECUNIA secunia.com

Advisories:rPSA-2008-0316 - rPath Wiki CONFIRM wiki.rpath.com

USN-679-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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