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Summary

CVE CVE-2008-3837

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-24 20:37:00 UTC

Updated 2018-11-01 15:14:00 UTC

Description Mozilla Firefox before 2.0.0.17 and 3.x before 3.0.2, and SeaMonkey before 1.1.12, allow user-assisted remote attackers to move a window during a mouse click, and possibly force a file download or unspecified other drag-and-drop action, via a crafted onmousedown action that calls window.moveBy, a variant of CVE-2003-0823.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All
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Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

MFSA 2008-40: Forced mouse drag CONFIRM www.mozilla.org

[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05 SUSE lists.opensuse.org

Bug 329385 – Attacker can force mouse drag CONFIRM bugzilla.mozilla.org

Repository / Oval Repository OVAL oval.cisecurity.org

Mozilla Firefox May Let Remote Users Hijack User Clicks to Perform Certain Actions - SecurityTracker SECTRACK www.securitytracker.com

Downloads CONFIRM download.novell.com

Support REDHAT www.redhat.com

Security Advisory SA31987 - Red Hat update for firefox - Secunia SECUNIA secunia.com

256408 SUNALERT sunsolve.sun.com

Advisories | Mandriva MANDRIVA www.mandriva.com

SUSE update for MozillaFirefox, MozillaThunderbird, seamonkey, and mozilla - Secunia.com SECUNIA secunia.com

USN-645-2: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Debian update for xulrunner - Secunia.com SECUNIA secunia.com

Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Support REDHAT www.redhat.com

USN-645-1: Firefox and xulrunner vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.2-1.fc9 FEDORA www.redhat.com

Fedora update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Debian -- Security Information -- DSA-1649-1 iceweasel DEBIAN www.debian.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

[SECURITY] Fedora 8 Update: seamonkey-1.1.12-1.fc8 FEDORA www.redhat.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Security Advisory SA31985 - Red Hat update for seamonkey - Secunia SECUNIA secunia.com

Security Advisory SA32144 - SUSE update for MozillaFirefox - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-1669-1 xulrunner DEBIAN www.debian.org

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

Debian update for iceape - Secunia.com SECUNIA secunia.com

Mozilla Firefox 2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.com

Debian -- Security Information -- DSA-1697-1 iceape DEBIAN www.debian.org
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Debian -- Security Information -- DSA-1697-1 iceape DEBIAN www.debian.org

[SECURITY] Fedora 9 Update: seamonkey-1.1.12-1.fc9 FEDORA www.redhat.com

Ubuntu update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Mozilla Firefox/SeaMonkey/Thunderbird Multiple Remote Vulnerabilities BID www.securityfocus.com

Fedora update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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