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Summary

CVE CVE-2008-3844

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-27 20:41:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description Certain Red Hat Enterprise Linux (RHEL) 4 and 5 packages for OpenSSH, as signed in August 2008 using a legitimate Red Hat GPG key, contain an externally introduced modification (Trojan Horse) that allows the package authors to have an unknown impact. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh All All All All

Application Openbsd Openssh All All All All

Operating System Redhat Enterprise Linux 4.5.z All as All

Operating System Redhat Enterprise Linux 4.5.z All es All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux 4.5.z All as All

Operating System Redhat Enterprise Linux 4.5.z All es All

Operating System Redhat Enterprise Linux 5.0 All All All

Operating System Redhat Enterprise Linux Desktop 4 All All All

Operating System Redhat Enterprise Linux Desktop 5 All client All

Operating System Redhat Enterprise Linux Desktop 4 All All All

Operating System Redhat Enterprise Linux Desktop 5 All client All
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Avaya Products Red Hat Tampered OpenSSH Packages - Advisories - Community SECUNIA secunia.com

Red Hat Update for Tampered OpenSSH Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Red Hat OpenSSH Backdoor Vulnerability BID www.securityfocus.com

ASA-2008-399 (RHSA-2008-0855) CONFIRM support.avaya.com

Support REDHAT www.redhat.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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