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Summary

CVE CVE-2008-3845

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-27 23:41:00 UTC

Updated 2018-10-11 20:49:00 UTC

Description Multiple SQL injection vulnerabilities in Crafty Syntax Live Help (CSLH) 2.14.6 and earlier allow remote attackers to execute arbitrary SQL commands via the department parameter to (1) is_xmlhttp.php and (2) is_flush.php.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Craftysyntax Crafty Syntax Live Help 1.0 All All All

Application Craftysyntax Crafty Syntax Live Help 1.1 All All All

Application Craftysyntax Crafty Syntax Live Help 1.2 All All All

Application Craftysyntax Crafty Syntax Live Help 1.3 All All All

Application Craftysyntax Crafty Syntax Live Help 1.4 All All All

Application Craftysyntax Crafty Syntax Live Help 1.5 All All All

Application Craftysyntax Crafty Syntax Live Help 1.6 All All All

Application Craftysyntax Crafty Syntax Live Help 1.7 All All All

Application Craftysyntax Crafty Syntax Live Help 2.0 All All All

Application Craftysyntax Crafty Syntax Live Help 2.1 All All All

Application Craftysyntax Crafty Syntax Live Help 2.10.0 All All All

Application Craftysyntax Crafty Syntax Live Help 2.10.1 All All All

Application Craftysyntax Crafty Syntax Live Help 2.10.2 All All All

Application Craftysyntax Crafty Syntax Live Help 2.10.3 All All All

Application Craftysyntax Crafty Syntax Live Help 2.10.4 All All All

Application Craftysyntax Crafty Syntax Live Help 2.10.5 All All All

Application Craftysyntax Crafty Syntax Live Help 2.11.0 All All All
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Crafty Syntax Live Help <= 2.14.6 (department) SQL Injection Vuln EXPLOIT-DB

Crafty Syntax Live Help <= 2.14.6 SQL Injection - SecurityReason.com SREASON

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ

Contact Support MISC

security.craftysyntax.com/updates CONFIRM

SourceForge.net: Crafty Syntax Live Help (CSLH): Files CONFIRM

Crafty Syntax Live Help Multiple SQL Injection Vulnerabilities BID

Crafty Syntax Live Help "department" SQL Injection Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report
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