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Summary

CVE CVE-2008-3852

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-28 17:41:00 UTC

Updated 2018-10-11 20:50:00 UTC

Description Unspecified vulnerability in the CLR stored procedure deployment from IBM Database Add-Ins for Visual Studio in the Visual Studio Net component in IBM DB2 9.1 before Fixpak 5 and 9.5 before Fixpak 2 allows remote authenticated users to execute arbitrary code via unknown vectors.

Risk And Classification

Problem Types: CWE-264 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 Universal Database 9.1 All aix All

Application Ibm Db2 Universal Database 9.1 All hp-ux All

Application Ibm Db2 Universal Database 9.1 All linux All

Application Ibm Db2 Universal Database 9.1 All solaris All

Application Ibm Db2 Universal Database 9.1 All windows All

Application Ibm Db2 Universal Database 9.1 fp2 aix All

Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp2 linux All

Application Ibm Db2 Universal Database 9.1 fp2 solaris All

Application Ibm Db2 Universal Database 9.1 fp2 windows All

Application Ibm Db2 Universal Database 9.1 fp3 aix All

Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp3 linux All

Application Ibm Db2 Universal Database 9.1 fp3 solaris All

Application Ibm Db2 Universal Database 9.1 fp3 windows All

Application Ibm Db2 Universal Database 9.1 fp4 aix All

Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All
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Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4 linux All

Application Ibm Db2 Universal Database 9.1 fp4 solaris All

Application Ibm Db2 Universal Database 9.1 fp4 windows All

Application Ibm Db2 Universal Database 9.5 All aix All

Application Ibm Db2 Universal Database 9.5 All hp-ux All

Application Ibm Db2 Universal Database 9.5 All linux All

Application Ibm Db2 Universal Database 9.5 All solaris All

Application Ibm Db2 Universal Database 9.5 All windows All

Application Ibm Db2 Universal Database 9.1 All aix All

Application Ibm Db2 Universal Database 9.1 All hp-ux All

Application Ibm Db2 Universal Database 9.1 All linux All

Application Ibm Db2 Universal Database 9.1 All solaris All

Application Ibm Db2 Universal Database 9.1 All windows All

Application Ibm Db2 Universal Database 9.1 fp2 aix All

Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp2 linux All

Application Ibm Db2 Universal Database 9.1 fp2 solaris All

Application Ibm Db2 Universal Database 9.1 fp2 windows All

Application Ibm Db2 Universal Database 9.1 fp3 aix All

Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp3 linux All

Application Ibm Db2 Universal Database 9.1 fp3 solaris All

Application Ibm Db2 Universal Database 9.1 fp3 windows All

Application Ibm Db2 Universal Database 9.1 fp4 aix All

Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4 linux All

Application Ibm Db2 Universal Database 9.1 fp4 solaris All

Application Ibm Db2 Universal Database 9.1 fp4 windows All

Application Ibm Db2 Universal Database 9.5 All aix All

Application Ibm Db2 Universal Database 9.5 All hp-ux All

Application Ibm Db2 Universal Database 9.5 All linux All

Application Ibm Db2 Universal Database 9.5 All solaris All

Application Ibm Db2 Universal Database 9.5 All windows All

Application Ibm Db2 Universal Database All fp4a aix All

Application Ibm Db2 Universal Database All fp4a hp-ux All
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Application Ibm Db2 Universal Database All fp4a linux All

Application Ibm Db2 Universal Database All fp4a solaris All

Application Ibm Db2 Universal Database All fp4a windows All

Application Ibm Db2 Universal Database All fp1 aix All

Application Ibm Db2 Universal Database All fp1 hp-ux All

Application Ibm Db2 Universal Database All fp1 linux All

Application Ibm Db2 Universal Database All fp1 solaris All

Application Ibm Db2 Universal Database All fp1 windows All

References

Reference

IBM DB2 Universal Database Prior to 9.1 Fixpak 5 Multiple Vulnerabilities

IBM DB2 Unspecified CLR Stored Procedures Bug Has Unspecified Impact - SecurityTracker

IBM X-Force Exchange

IBM X-Force Exchange

IBM DB2 CLR Stored Procedures Unspecified Vulnerability - Advisories - Secunia

DB2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

JR28432: SECURITY VULNERABILITY IN CLR STORED PROCEDURE DEPLOYMENT FROM I BM DATABASE ADD-INS FOR VISUAL STUDIO

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM Fix List for DB2 Version 9.1 for Linux, UNIX and Windows - United States

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM JR28431: SECURITY VULNERABILITY IN DEPLOYMENT OF CLR STORED PROCEDURES FR OM IBM DATABASE ADD-INS FOR VISUAL STUDIO

IBM notice: The page you requested cannot be displayed

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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