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Summary

CVE CVE-2008-3853

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-28 17:41:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description Buffer overflow in the DAS server program in the Core DAS function component in IBM DB2 9.1 before FP4a and 9.5 before FP1 allows remote attackers to execute arbitrary code or cause a denial of service (daemon crash) via unspecified vectors. NOTE: this might be related to CVE-2007-3676.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 Universal Database 9.1 All aix All

Application Ibm Db2 Universal Database 9.1 All hp_ux All

Application Ibm Db2 Universal Database 9.1 All linux All

Application Ibm Db2 Universal Database 9.1 All solaris All

Application Ibm Db2 Universal Database 9.1 fp2 aix All

Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp2 linux All

Application Ibm Db2 Universal Database 9.1 fp2 solaris All

Application Ibm Db2 Universal Database 9.1 fp3 aix All

Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp3 linux All

Application Ibm Db2 Universal Database 9.1 fp3 solaris All

Application Ibm Db2 Universal Database 9.1 fp4 aix All

Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4 linux All

Application Ibm Db2 Universal Database 9.1 fp4 solaris All

Application Ibm Db2 Universal Database 9.1 All aix All
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Application Ibm Db2 Universal Database 9.1 All aix All

Application Ibm Db2 Universal Database 9.1 All hp_ux All

Application Ibm Db2 Universal Database 9.1 All linux All

Application Ibm Db2 Universal Database 9.1 All solaris All

Application Ibm Db2 Universal Database 9.1 fp2 aix All

Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp2 linux All

Application Ibm Db2 Universal Database 9.1 fp2 solaris All

Application Ibm Db2 Universal Database 9.1 fp3 aix All

Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp3 linux All

Application Ibm Db2 Universal Database 9.1 fp3 solaris All

Application Ibm Db2 Universal Database 9.1 fp4 aix All

Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4 linux All

Application Ibm Db2 Universal Database 9.1 fp4 solaris All

References

Reference Source Link Tags

ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v95/APARLIST.TXT CONFIRM ftp.software.ibm.com

IZ12379: SECURITY: Buffer overflow vulnerability in DAS server program. AIXAPAR www-1.ibm.com Patch

IBM DB2 Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM DB2 Universal Database Prior to 9.1 Fixpak 5 Multiple Vulnerabilities BID www.securityfocus.com Patch

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM Fix List for DB2 Version 9.1 for Linux, UNIX and Windows - United States CONFIRM www-1.ibm.com Patch

IZ12406: SECURITY: Buffer overflow vulnerability in DAS server program. AIXAPAR www-01.ibm.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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