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Summary

CVE CVE-2008-3854

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-08-28 17:41:00 UTC

Updated 2018-10-11 20:50:00 UTC

Description Multiple stack-based buffer overflows in IBM DB2 9.1 before Fixpak 5 and 9.5 before Fixpak 1 allow remote attackers to cause a denial of service (system outage) via vectors related to (1) use of XQuery to issue statements; the (2) XMLQUERY, (3) XMLEXISTS, and (4) XMLTABLE statements; and the (5) sqlrlaka function.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 Universal Database 9.1 All aix All

Application Ibm Db2 Universal Database 9.1 All hp_ux All

Application Ibm Db2 Universal Database 9.1 All linux All

Application Ibm Db2 Universal Database 9.1 All solaris All

Application Ibm Db2 Universal Database 9.1 All windows All

Application Ibm Db2 Universal Database 9.1 fp2 aix All

Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp2 linux All

Application Ibm Db2 Universal Database 9.1 fp2 solaris All

Application Ibm Db2 Universal Database 9.1 fp2 windows All

Application Ibm Db2 Universal Database 9.1 fp3 aix All

Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp3 linux All

Application Ibm Db2 Universal Database 9.1 fp3 solaris All

Application Ibm Db2 Universal Database 9.1 fp3 windows All

Application Ibm Db2 Universal Database 9.1 fp4 aix All

Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All
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Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4 linux All

Application Ibm Db2 Universal Database 9.1 fp4 solaris All

Application Ibm Db2 Universal Database 9.1 fp4 windows All

Application Ibm Db2 Universal Database 9.1 fp4a aix All

Application Ibm Db2 Universal Database 9.1 fp4a hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4a linux All

Application Ibm Db2 Universal Database 9.1 fp4a solaris All

Application Ibm Db2 Universal Database 9.1 fp4a windows All

Application Ibm Db2 Universal Database 9.5 All aix All

Application Ibm Db2 Universal Database 9.5 All hp-ux All

Application Ibm Db2 Universal Database 9.5 All linux All

Application Ibm Db2 Universal Database 9.5 All solaris All

Application Ibm Db2 Universal Database 9.5 All windows All

Application Ibm Db2 Universal Database 9.1 All aix All

Application Ibm Db2 Universal Database 9.1 All hp_ux All

Application Ibm Db2 Universal Database 9.1 All linux All

Application Ibm Db2 Universal Database 9.1 All solaris All

Application Ibm Db2 Universal Database 9.1 All windows All

Application Ibm Db2 Universal Database 9.1 fp2 aix All

Application Ibm Db2 Universal Database 9.1 fp2 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp2 linux All

Application Ibm Db2 Universal Database 9.1 fp2 solaris All

Application Ibm Db2 Universal Database 9.1 fp2 windows All

Application Ibm Db2 Universal Database 9.1 fp3 aix All

Application Ibm Db2 Universal Database 9.1 fp3 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp3 linux All

Application Ibm Db2 Universal Database 9.1 fp3 solaris All

Application Ibm Db2 Universal Database 9.1 fp3 windows All

Application Ibm Db2 Universal Database 9.1 fp4 aix All

Application Ibm Db2 Universal Database 9.1 fp4 hp-ux All

Application Ibm Db2 Universal Database 9.1 fp4 linux All

Application Ibm Db2 Universal Database 9.1 fp4 solaris All

Application Ibm Db2 Universal Database 9.1 fp4 windows All

Application Ibm Db2 Universal Database 9.1 fp4a aix All

Application Ibm Db2 Universal Database 9.1 fp4a hp-ux All
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Application Ibm Db2 Universal Database 9.1 fp4a linux All

Application Ibm Db2 Universal Database 9.1 fp4a solaris All

Application Ibm Db2 Universal Database 9.1 fp4a windows All

Application Ibm Db2 Universal Database 9.5 All aix All

Application Ibm Db2 Universal Database 9.5 All hp-ux All

Application Ibm Db2 Universal Database 9.5 All linux All

Application Ibm Db2 Universal Database 9.5 All solaris All

Application Ibm Db2 Universal Database 9.5 All windows All

References

Reference Source Link

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IZ18434: SECURITY: POSSIBLE BUFFER OVERRUN IN XQUERY, XMLQUERY, XMLEXISTS AND XMLTABLE. AIXAPAR www-1.ibm.com

IZ16346: SECURITY: POSSIBLE STACK VARIABLE OVERRUN IN SQLRLAKA() AIXAPAR www-1.ibm.com

IBM DB2 Universal Database Prior to 9.1 Fixpak 5 Multiple Vulnerabilities BID www.securityfocus.com

DB2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

IBM Fix List for DB2 Version 9.1 for Linux, UNIX and Windows - United States CONFIRM www-1.ibm.com

IZ18431: SECURITY: POSSIBLE BUFFER OVERRUN IN XQUERY, XMLQUERY, XMLEXISTS AND XMLTABLE. AIXAPAR www-1.ibm.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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