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CVE CVE-2008-3907
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-04 17:41:00 UTC
Updated 2017-08-08 01:32:00 UTC
Description The open-in-browser command in newsbeuter before 1.1 allows remote attackers to execute arbitrary commands via shell 1

/ |
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Newsbeuter Newsbeuter 0.1.1 All All All
Application Newsbeuter Newsbeuter 0.2 All All All
Application Newsbeuter Newsbeuter 0.3 All All All
Application Newsbeuter Newsbeuter 0.4 All All All
Application Newsbeuter Newsbeuter 0.5 All All All
Application Newsbeuter Newsbeuter 0.6 All All All
Application Newsbeuter Newsbeuter 0.7 All All All
Application Newsbeuter Newsbeuter 0.8 All All All
Application Newsbeuter Newsbeuter 0.8.1 All All All
Application Newsbeuter Newsbeuter 0.8.2 All All All
Application Newsbeuter Newsbeuter 0.9 All All All
Application Newsbeuter Newsbeuter 0.9.1 All All All
Application Newsbeuter Newsbeuter 0.1.1 All All All
Application Newsbeuter Newsbeuter 0.2 All All All
Application Newsbeuter Newsbeuter 0.3 All All All
Application Newsbeuter Newsbeuter 0.4 All All All
Application Newsbeuter Newsbeuter 0.5 All All All
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Application Newsbeuter Newsbeuter 0.6 All All All

Application Newsbeuter Newsbeuter 0.7 All All All

Application Newsbeuter Newsbeuter 0.8 All All All

Application Newsbeuter Newsbeuter 0.8.1 All All All

Application Newsbeuter Newsbeuter 0.8.2 All All All

Application Newsbeuter Newsbeuter 0.9 All All All

Application Newsbeuter Newsbeuter 0.9.1 All All All

Application Newsbeuter Newsbeuter All All All All

Reference Source Link
Gentoo update for newsbeuter - Secunia.com SECUNIA  secuni
Newsbeuter Crafted URI Remote Arbitrary Shell Command Injection Vulnerability BID WWW.S
Newsbeuter 1.1 released: contains security fix, please upgrade « Newsbeuter Development Blog CONFIRM  newsb

Newsbeuter URL Processing Shell Command Execution - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA  secuni

oss-security - CVE id request: newsbeuter MLIST WWW.C
www.newsbeuter.org/downloads/CHANGES CONFIRM  www.r
IBM X-Force Exchange XF exchai
Newsbeuter: User-assisted execution of arbitrary code — Gentoo Linux Documentation GENTOO  securit
CVE Program record CVE.ORG www.c
NVD vulnerability detail NVD nvd.ni¢
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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