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Summary

CVE CVE-2008-3913

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-11 01:13:00 UTC

Updated 2020-11-10 18:34:00 UTC

Description Multiple memory leaks in freshclam/manager.c in ClamAV before 0.94 might allow attackers to cause a denial of service (memory consumption) via unspecified vectors related to "error handling logic".

Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clamav Clamav All All All All

Application Clamav Clamav All All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 4.0 All All All

References

Reference Source

Support / Security / Advisories / / MDVSA-2008:189 | Mandriva MANDRIVA

wwws.clamav.net/bugzilla/show_bug.cgi MISC

ClamAV: Multiple Denials of Service — Gentoo Linux Documentation GENTOO

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:018 SUSE

Kolab Server ClamAV Denial of Service - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Fedora update for clamav - Secunia.com SECUNIA

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Gentoo update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

svn.clamav.net/svn/clamav-devel/trunk/ChangeLog CONFIRM

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

https://cve.report/
https://cve.report/CVE-2008-3913/mitre
https://cve.report/CVE-2008-3913/nist
https://cve.report/CVE-2008-3913/cve_org
https://cve.report/CVE-2008-3913.pdf
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://www.mandriva.com/security/advisories?name=MDVSA-2008:189
https://wwws.clamav.net/bugzilla/show_bug.cgi?id=1141
http://security.gentoo.org/glsa/glsa-200809-18.xml
http://lists.opensuse.org/opensuse-security-announce/2008-09/msg00004.html
http://secunia.com/advisories/31906
http://secunia.com/advisories/32699
http://secunia.com/advisories/31982
http://secunia.com/advisories/32030
http://svn.clamav.net/svn/clamav-devel/trunk/ChangeLog
http://secunia.com/advisories/32222


[SECURITY] Fedora 8 Update: clamav-0.92.1-4.fc8 FEDORA

Debian update for clamav - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

SecurityTracker.com Archives - Clam AntiVirus Memory Access Errors Let Remote Users Deny Service SECTRACK

RETIRED: Apple Mac OS X 2008-007 Multiple Security Vulnerabilities BID

About Security Update 2008-007 CONFIRM

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

oss-security - Re: request for CVE: clamav 0.94 release MLIST

Debian -- Security Information -- DSA-1660-1 clamav DEBIAN

404 Not Found CONFIRM

oss-security - request for CVE: clamav 0.94 release MLIST

APPLE-SA-2008-10-09 Security Update 2008-007 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

ClamAV Multiple Unspecified Memory Corruption Vulnerabilities BID

SourceForge.net: Files CONFIRM

[SECURITY] Fedora 9 Update: clamav-0.93.3-2.fc9 FEDORA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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900004 CBL-Mariner Linux Security Update for clamav 0.101.2

903654 Common Base Linux Mariner (CBL-Mariner) Security Update for clamav (3171)
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