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AVABCUAUNCNINAD Certain versions of Wireshark from Wireshark contain the following
’ vulnerability:

Unspecified vulnerability in Wireshark (formerly Ethereal) 0.99.6
through 1.0.2 allows attackers to cause a denial of service (crash) via a
crafted Tektronix .rf5 file.

CVE-2008-3934 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: [335LOW

Access Access Authentication
Vector Complexity
Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE [ NONE |
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OVH

SecurityFocus

Support / Security / Advisories / / MDVSA-2008:199 | Mandriva

Wireshark: Multiple Denials of Service — Gentoo Linux

Documentation

Wireshark NCP Dissector and zlib Processing Bugs Let Remote
Users Deny Service - SecurityTracker

rPath update for wireshark - Secunia Advisories - Vulnerability
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[SECURITY] Fedora 8 Update: wireshark-1.0.3-1.fc8
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Type Vendor Product

Application Wireshark Wireshark
Application Wireshark Wireshark
Application Wireshark Wireshark
Application Wireshark Wireshark
Application Wireshark Wireshark
Application Wireshark Wireshark

Application Wireshark Wireshark

—_

—_

—_
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All

All

All

All

All

All

All

Edition Language
All All
All All
All All
All All
All All
All All
All All
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http://www.securityfocus.com/archive/1/496487/100/0/threaded
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https://www.redhat.com/archives/fedora-package-announce/2008-September/msg00715.html
http://www.wireshark.org/security/wnpa-sec-2008-05.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A15087
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9920
http://www.redhat.com/support/errata/RHSA-2008-0890.html
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Application Wireshark Wireshark 0.99.6 All All All

Application Wireshark Wireshark 0.99.6a All All All
Application Wireshark Wireshark 0.99.7 All All All
Application Wireshark Wireshark 0.99.8 All All All
Application Wireshark Wireshark 1.0.0 All All All
Application Wireshark Wireshark 1.0.1 All All All
Application Wireshark Wireshark 1.0.2 All All All

cpe:2.3:a:wireshark:wireshark:0.99.6:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:0.99.6a:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:0.99.7:*:*: """

cpe:2.3:a:wireshark:wireshark:0.99.8:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:1.0.0:*:*:* " *:*:

cpe:2.3:a:wireshark:wireshark:1.0.1:*:*: "

cpe:2.3:a:wireshark:wireshark:1.0.2::*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:0.99.6:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:0.99.6a:*:*:*:*:*:*:*:

cpe:2.3:a:wireshark:wireshark:0.99.7:*:*:*:***:*:

cpe:2.3:a:wireshark:wireshark:0.99.8:*:*:*:*:**:*:

cpe:2.3:a:wireshark:wireshark:1.0.0::*:*:*:*:**:

cpe:2.3:a:wireshark:wireshark:1.0.1:

cpe:2.3:a:wireshark:wireshark:1.0.2: "™

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—

© CVE.report 2023 B [\] |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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