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Summary

CVE CVE-2008-3949

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-22 18:52:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description emacs/lisp/progmodes/python.el in Emacs 22.1 and 22.2 imports Python script from the current working directory during editing of a Python file, which allows local users to execute arbitrary code via a Trojan horse Python file.

Risk And Classification

Problem Types: CWE-94 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Suse Suse Linux All All All All

Operating System Suse Suse Linux All All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Support / Security / Advisories / / MDVSA-2008:216 | Mandriva MANDRIVA www.mandriva.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:018 SUSE lists.opensuse.org

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Access Denied CONFIRM bugzilla.novell.com

GNU Emacs 'python.el' Code Execution Vulnerability BID www.securityfocus.com

Vulnerability in Emacs python integration MLIST lists.gnu.org

Gentoo update for emacs and edit-utils - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

Gentoo Linux Documentation -- GNU Emacs, XEmacs: Multiple vulnerabilities GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2008-3949/mitre
https://cve.report/CVE-2008-3949/nist
https://cve.report/CVE-2008-3949/cve_org
https://cve.report/CVE-2008-3949.pdf
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
http://cve.report/vendor/suse
http://cve.report/software/suse/suse_linux
https://exchange.xforce.ibmcloud.com/vulnerabilities/45021
http://www.mandriva.com/security/advisories?name=MDVSA-2008:216
http://lists.opensuse.org/opensuse-security-announce/2008-09/msg00004.html
http://secunia.com/advisories/31982
https://bugzilla.novell.com/show_bug.cgi?id=424340
http://www.securityfocus.com/bid/31052
http://lists.gnu.org/archive/html/emacs-devel/2008-09/msg00215.html
http://secunia.com/advisories/34004
http://security.gentoo.org/glsa/glsa-200902-06.xml
https://www.cve.org/CVERecord?id=CVE-2008-3949
https://nvd.nist.gov/vuln/detail/CVE-2008-3949


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2017-08-07 Joshua Bressers Not vulnerable. This issue did not affect the versions of the emacs package, as shipped with Red Hat Enterprise Linux 2.1, 3, 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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