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CVE CVE-2008-3960
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2008-09-11 01:13:47 UTC
Updated 2026-04-23 00:35:47 UTC

Description Unspecified vulnerability in the JDBC Applet Server Service (aka db2jds) in IBM DB2 UDB 8 before Fixpak 17 allows remot

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Db2 Universal Database 8.2 All All All


https://cve.report/
https://cve.report/CVE-2008-3960/mitre
https://cve.report/CVE-2008-3960/nist
https://cve.report/CVE-2008-3960/cve_org
https://cve.report/api/cve/CVE-2008-3960.json
https://cve.report/CVE-2008-3960.pdf
http://cve.report/vendor/ibm
http://cve.report/software/ibm/db2_universal_database

Application Ibm Db2 Universal Database 8.2 fp1 All All
Application Ibm Db2 Universal Database 8.2 fp10 All All
Application Ibm Db2 Universal Database 8.2 fp11 All All
Application Ibm Db2 Universal Database 8.2 fp12 All All
Application Ibm Db2 Universal Database 8.2 fp13 All All
Application Ibm Db2 Universal Database 8.2 fp14 All All
Application Ibm Db2 Universal Database 8.2 fp15 All All
Application Ibm Db2 Universal Database 8.2 fp2 All All
Application Ibm Db2 Universal Database 8.2 fp3 All All
Application Ibm Db2 Universal Database 8.2 fp4 All All
Application Ibm Db2 Universal Database 8.2 fp5 All All
Application Ibm Db2 Universal Database 8.2 fp6 All All
Application Ibm Db2 Universal Database 8.2 fp7 All All
Application Ibm Db2 Universal Database 8.2 fp8 All All
Application Ibm Db2 Universal Database 8.2 fp9 All All
Application Ibm Db2 Universal Database All fp16 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

IBM DB2 Universal Database Server 8.2 Prior To Fixpak 17 Multiple Vulnerabilities

IBM X-Force Exchange

osvdb.org/48148

ftp.software.ibm.com/ps/products/db2/fixes/english-us/aparlist/db2_v82/APARLIST.TXT

IBM Security Vulnerabilities and HIPER APARs fixed in DB2 for Linux, UNIX, and Windows Version 8 Fix Pack 17 and Version 9.5 Fix Pack 2
IBM DB2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

IBM DB2 JDBC Applet Server Bug Let Remote Users Deny Service - SecurityTracker

JR29274: SECURITY: MALICIOUS PACKETS SENT TO DB2JDS CAUSES CRASH.

CVE Program record

NVD vulnerability detail

/| |

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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