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AVNACLAUSCNENAD Certain versions of Mysql from Mysqgl contain the following
’ vulnerability:

MySQL 5.0 before 5.0.66, 5.1 before 5.1.26, and 6.0 before 6.0.6 does
not properly handle a b" (b single-quote single-quote) token, aka an
empty bit-string literal, which allows remote attackers to cause a denial
of service (daemon crash) by using this token in a SQL statement.

CVE-2008-3963 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

Low

Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
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[ |
text/html
[security-announce] SUSE Security Summary Report: 9 SUSE SUSE-SR:2008:025
SUSE-SR:2008:025
MySQL :: MySQL 6.0 Reference Manual :: C.1.4 Changes IR CONFIRM
in MySQL 6.0.6 (11 August 2008) dev.mysql.com/doc/refman/6.0/en/news-6-0-
6.himi
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- Vulnerability Intelligence - Secunia.com

IBM X-Force Exchange € XF mysql-bitstring-dos(45042)
[ text/html |
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Inactive Link" Not Archived 26.html
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text/html
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mysqld crash text/html id=35658
MySQL Empty Bit-String Literal Denial of Service - Vendor Advisory { SECUNIA 31769
Secunia Advisories - Vulnerability Intelligence - web.archive.org
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Support www.redhat.com & REDHAT RHSA-2009:1289
text/html
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Service - SecurityTracker
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text/html
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Mandriva text/html
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5.0 www.debian.org

Depreciated Link

text/html
237166 — (CVE-2008-3963) dev-db/mysql <5.0.66 b" bugs.gentoo.org £ CONFIRM bugs.gentoo.org/237166
Server DoS (CVE-2008-3963) text/html
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web.archive.org
text/html

USN-1397-1: MySQL vulnerabilities | Ubuntu ® UBUNTU USN-1397-1

text/html
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Vulnerability Intelligence - Secunia.com text/html
MySQL :: MySQL 5.0 Reference Manual :: C.1.7 Release web.archive.org & CONFIRM
Notes for MySQL Enterprise 5.0.66 [MRU] (09 July 2008) text/html dev.mysql.com/doc/refman/5.0/en/releasenotes-

Inactive Link’ Not Archived es-5-0-66.html

Red Hat update for mysqgl - Secunia.com web.archive.org Y SECUNIA 36566
text/html

Support www.redhat.com & REDHAT RHSA-2009:1067
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mysq| Mysg| 5.0.0 All All All
Application Mysql Mysql 5.0.1 All All All
Application Mysql Mysql 5.0.10 All All All
Application Mysql Mysql 5.0.15 All All All
Application Mysql Mysql 5.0.16 All All All
Application Mysaql Mysql 5.0.17 All All All
Application Mysql Mysql 5.0.2 All All All
Application Mysql Mysql 5.0.20 All All All
Application Mysql Mysql 5.0.22.1.0.1 All All All
Application Mysql Mysql 5.0.24 All All All
Application Mysaql Mysql 5.0.3 All All All
Application Mysq| Mysg| 5.0.30 All All All
Application Mysaql Mysql 5.0.36 All All All
Application Mysaql Mysql 5.04 All All All
Application Mysaql Mysql 5.0.44 All All All
Application Mysq| Mysg| 5.0.5 All All All
Application Mysql Mysql 5.0.5.0.21 All All All
Application Mysq| Mysg| 5.0.54 All All All
Application Mysql Mysql 5.0.56 All All All
Application Mysq| Mysg| 5.0.60 All All All
Application Mysql Mysql 5.1.23 All All All
Application Mysql Mysql 5.1.5 All All All
Application Mysql Mysql 5.0.0 All All All
Application Mysql Mysql 5.0.1 All All All
Application Mysql Mysql 5.0.10 All All All
Application Mysql Mysql 5.0.15 All All All
Application Mysql Mysql 5.0.16 All All All
Application Mysql Mysql 5.0.17 All All All
Application Mysaql Mysql 5.0.2 All All All

Application Mysaql Mysql 5.0.20 All All All
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cpe:2.3:a:mysqgl:mysql:5.0.2:*

cpe:2.3:a:mysqgl:mysql:5.0.3:*
cpe:2.3:a:mysqgl:mysql:5.0.30:
cpe:2.3:a:mysqgl:mysql:5.0.36: "
cpe:2.3:a:mysql:mysql:5.0.4:* e
cpe:2.3:a:mysql:mysql:5.0.44 %
cpe:2.3:a:mysqgl:mysql:5.0.5:% %

akak kR kR k.

cpe:2.3:a:mysqgl:mysql:5.0.5.0.21

dkak ok akakakak.

cpe:2.3:a:mysql:mysql:5.0.54 % "

cpe:2.3:a:mysqgl:mysql:5.1.5: %

cpe:2.3:a:mysqgl:mysql:5.0.0:% %

cpe:2.3:a:mysqgl:mysql:5.0.1 %

skakakakakakak.

cpe:2.3:a:mysqgl:mysql:5.0.17:% %
cpe:2.3:a:mysql:mysql:5.0.2:* % "
cpe:2.3:a:mysql:mysql:5.0.20:*:%:":
cpe:2.3:a:mysql:mysql:5.0.22.1.0.1: "
cpe:2.3:a:mysql:mysql:5.0.24 %%
cpe:2.3:a:mysql:mysql:5.0.3:* %

Skk ok ak ok akak.

cpe:2.3:a:mysql:mysql:5.0.30:*: %"



cpe:2.3:a:mysqgl:mysql:5.0.4:%

Sk Lk k ok akakak.

cpe:2.3:a:mysql:mysql:5.0.44

cpe:2.3:a:mysql:mysql:5.0.5: e

Skuk ok k ok akak,

cpe:2.3:a:mysql:mysql:5.0.54 % "

Skuk ok k ok akak.

cpe:2.3:a:mysqgl:mysql:5.0.56: %" "% *:

Sk ok ak kR akak.

cpe:2.3:a:mysql:mysql:5.0.60:: " " *:*:

Sk ok ak ok akakak.

cpe:2.3:a:mysql:mysql:5.1.23: %"

cpe:2.3:a:mysql:mysql:5.1.5: i

Sk Lk KKk,

cpe:2.3:a:oracle:mysql:5.0.0:alpha:*:*:*:*:*:*:

Rk kKK kK,

cpe:2.3:a:oracle:mysql:5.0.23:* " """

ak kLKL LK LKLk,

cpe:2.3:a:oracle:mysql:5.0.51 """

ak KLk LK LKLk K,

cpe:2.3:a:oracle:mysql:5.0.52:*:*:* " *:*:

cpe:2.3:a:oracle:mysql:5.0.6:*:*: """

cpe:2.3:a:oracle:mysql:5.1:*

cpe:2.3:a:oracle:mysql:5.1.1: "%

ak kKKK LKLk,

cpe:2.3:a:oracle:mysql:5.1.10:* %"

ARk Lk kKKK,

cpe:2.3:a:oracle:mysql:5.1. 11 "



kKKK kKK,

cpe:2.3:a:oracle:mysql:5.1.12:

kKoK kKKK,

cpe:2.3:a:oracle:mysql:5.1.13:

kKoK uk kLK,

cpe:2.3:a:oraclexmysql:5.1.17

kKoK kKK,

cpe:2.3:a:oracle:mysql:5.1.18:*

kKoK kKK,

cpe:2.3:a:oraclexmysql:5.1.19:

cpe:2.3:a:oracle:mysql:5.1.2:% i

Rk ok kKKK,

cpe:2.3:a:oraclexmysql:5.1.21

Rk ok kKKK,

cpe:2.3:a:oracle:mysql:5.1.22:* " """

cpe:2.3:a:oracle:mysql:5.1.3: " "

cpe:2.3:a:oracle:mysql:5.1.4: >

cpe:2.3:a:oracle:mysql:5.1.6:% %" %"

cpe:2.3:a:oracle:mysql:5.1.7: %"

cpe:2.3:a:oracle:mysql:5.1.8: " "

cpe:2.3:a:oracle:mysql:5.1.9: "

cpe:2.3:a:oracle:mysql:6.0.0:*: " "

cpe:2.3:a:oracle:mysql:6.0.1:: " "

cpe:2.3:a:oracle:mysql:6.0.2:*: " "

cpe:2.3:a:oracle:mysql:6.0.3:*: " "

cpe:2.3:a:oracle:mysql:6.0.4: """

kKK kKK,

cpe:2.3:a:oracle:mysql:5.0.0:alpha:*:*:*:*:*:*:

akk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.25:* " "%

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:5.0.26:*:*:*:*:*:*:*:

Skuk ok ak k.

cpe:2.3:a:oracle:mysql:5.0.30:sp1:*: "

kKK kKK Lk,

cpe:2.3:a:oracle:mysql:5.0.32:*:



Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.33:

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:5.0.38:*: "

kKoK uk kLK,

cpe:2.3:a:oracle:mysql:5.0.50:"

Rk kK kKK,

cpe:2.3:a:oracle:mysql:5.0.51

cpe:2.3:a:oracle:mysql:5.0.6:*: 0"
cpe:2.3:a:oracle:mysql:5.1:

cpe:2.3:a:oracle:mysql:5.1. 1 "
cpe:2.3:a:oracle:mysql:5.1.10:* " "™
cpe:2.3:a:oracle:mysql:5.1.11
cpe:2.3:a:oracle:mysql:5.1.12:* "
cpe:2.3:a:oracle:mysql:5.1.13:* " "
cpe:2.3:a:oracle:mysql:5.1. 14 "
cpe:2.3:a:oracle:mysql:5.1.15:% " " ™
cpe:2.3:a:oracle:mysql:5.1.16:* """ ™
cpe:2.3:a:oracle:mysql:5.1.17: "
cpe:2.3:a:oracle:mysql:5.1.18:" " """
cpe:2.3:a:oracle:mysql:5.1.19: " "
cpe:2.3:a:oracle:mysql:5.1.2:% """

ARk LKLk LKLk K,

cpe:2.3:a:oracle:mysql:5.1.20:* """

ARk kLK LK LKLk,

cpe:2.3:a:oracle:mysql:5.1.21 %

cpe:2.3:a:oracle:mysql:5.1.3:% "%

cpe:2.3:a:oracle:mysql:5.1.4: 7 *: "

cpe:2.3:a:oracle:mysql:5.1.6:* "%



cpe:2.3:a:oracle:mysql:5.1.7:

cpe:2.3:a:oracle:mysql:5.1.8: "

cpe:2.3:a:oracle:mysql:5.1.9: i

cpe:2.3:a:oracle:mysql:6.0.0: "

cpe:2.3:a:oracle:mysql:6.0.1:* ™

cpe:2.3:a:oracle:mysql:6.0.2:* "

cpe:2.3:a:oracle:mysql:6.0.3: " "

cpe:2.3:a:oracle:mysql:6.0.4:*
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