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Summary

CVE CVE-2008-4018

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-11 01:13:00 UTC

Updated 2017-09-29 01:31:00 UTC

Description swcons in bos.rte.console in IBM AIX 5.2.0 through 6.1.1 allows local users in the system group to create or overwrite an arbitrary file, and establish weak permissions and root ownership for this file, via unspecified vectors. 

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Ibm Aix 5.2 All All All

Operating System Ibm Aix 5.3 All All All

Operating System Ibm Aix 6.1 All All All

Operating System Ibm Aix 5.2 All All All

Operating System Ibm Aix 5.3 All All All

Operating System Ibm Aix 6.1 All All All
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IBM IZ28943: SYSTEM GROUP USERS CAN CREATE/MODIFY FILES REGARDLESS OF PERMS APPLIES TO AIX 6100-01 - United States

IBM AIX 'swcons' Insecure File Creation Vulnerability
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IBM IZ18341: SYSTEM GROUP USERS CAN CREATE/MODIFY FILES REGARDLESS OF PERMS APPLIES TO AIX 6100-00 - United States
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IBM AIX swcons Bug Lets Local Users Gain Root Privileges - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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