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CVE CVE-2008-4064
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-24 20:37:00 UTC
Updated 2017-09-29 01:31:00 UTC
Description Multiple unspecified vulnerabilities in Mozilla Firefox 3.x before 3.0.2 allow remote attackers to cause a denial of service (m:

/ ]

1|

Risk And Classification

Problem Types: CWE-399 | NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox All All All All
References |
Reference

443693 — Integer overflow in info_callback() processing animated PNG

The Slackware Linux Project: Slackware Security Advisories

[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05

Slackware update for mozilla-thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Support

Security Advisory SA31987 - Red Hat update for firefox - Secunia

256408

SUSE update for MozillaFirefox, MozillaThunderbird, seamonkey, and mozilla - Secunia.com
USN-645-2: Firefox vulnerabilities | Ubuntu

IBM X-Force Exchange

MFSA 2008-42: Crashes with evidence of memory corruption (rv:1.9.0.2/1.8.1.17)
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SecurityTracker.com Archives - Mozilla Firefox JavaScript Layout Engine Memory Corruption Bugs May Let Remote Users Execute Arbitrary (
441368 — Crash [@ nsSVGFEGaussianBlurElement::SetupPredivide] opening SVG file

441995 — crash in cairo_surface_set_device_offset () from /usr/lib/libcairo.so.2

Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
USN-645-1: Firefox and xulrunner vulnerabilities | Ubuntu

[SECURITY] Fedora 9 Update: xulrunner-1.9.0.2-1.fc9

Fedora update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

USN-647-1: Thunderbird vulnerabilities | Ubuntu

The Slackware Linux Project: Slackware Security Advisories

Security Advisory SA32025 - Ubuntu update for thunderbird - Secunia

Ubuntu update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mozilla Firefox/SeaMonkey/Thunderbird Multiple Remote Vulnerabilities

Repository / Oval Repository

Fedora update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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