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CVE CVE-2008-4066
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-24 20:37:04 UTC
Updated 2026-04-23 00:35:47 UTC
Description Mozilla Firefox 2.0.0.14, and other versions before 2.0.0.17, allows remote attackers to bypass cross-site scripting (XSS) pr

/ |

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 2.0.0.14 All All All


https://cve.report/
https://cve.report/CVE-2008-4066/mitre
https://cve.report/CVE-2008-4066/nist
https://cve.report/CVE-2008-4066/cve_org
https://cve.report/api/cve/CVE-2008-4066.json
https://cve.report/CVE-2008-4066.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox

Application Mozilla Firefox 2.0.0.15 All All

Application Mozilla Firefox 2.0.0.16 All All

All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

The Slackware Linux Project: Slackware Security Advisories

[SECURITY] Fedora 8 Update: seamonkey-1.1.12-1.fc8

Debian update for xulrunner - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
sunsolve.sun.com/search/document.do

Ubuntu update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Downloads

Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05

USN-645-2: Firefox vulnerabilities | Ubuntu

Debian -- Security Information -- DSA-1669-1 xulrunner

Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Support / Security / Advisories / / MDVSA-2008:206 | Mandriva

USN-645-1: Firefox and xulrunner vulnerabilities | Ubuntu

BlueHat Security Briefings : TARGETED FUZZING

IBM X-Force Exchange

Security Advisory SA32092 - Red Hat update for thunderbird - Secunia

Security Advisory SA31985 - Red Hat update for seamonkey - Secunia

Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Support | Red Hat

Slackware update for mozilla-thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com
The Slackware Linux Project: Slackware Security Advisories

Mozilla Firefox/SeaMonkey/Thunderbird Multiple Remote Vulnerabilities

USN-647-1: Thunderbird vulnerabilities | Ubuntu

Javascript protocol fuzz results

Security Advisory SA32025 - Ubuntu update for thunderbird - Secunia
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.412123
https://www.redhat.com/archives/fedora-package-announce/2008-September/msg01384.html
http://secunia.com/advisories/32845
http://www.vupen.com/english/advisories/2009/0977
http://sunsolve.sun.com/search/document.do?assetkey=1-26-256408-1
http://secunia.com/advisories/32012
http://download.novell.com/Download?buildid=WZXONb-tqBw~
http://secunia.com/advisories/32044
http://lists.opensuse.org/opensuse-security-announce/2008-10/msg00005.html
http://www.ubuntu.com/usn/usn-645-2
http://www.debian.org/security/2008/dsa-1669
http://secunia.com/advisories/32185
http://www.mandriva.com/security/advisories?name=MDVSA-2008:206
http://www.ubuntu.com/usn/usn-645-1
http://blogs.technet.com/bluehat/archive/2008/08/14/targeted-fuzzing.aspx
https://exchange.xforce.ibmcloud.com/vulnerabilities/45358
http://secunia.com/advisories/32092
http://secunia.com/advisories/31985
http://secunia.com/advisories/32007
http://www.vupen.com/english/advisories/2008/2661
http://www.redhat.com/support/errata/RHSA-2008-0908.html
http://secunia.com/advisories/32082
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.379422
http://www.securityfocus.com/bid/31346
http://www.ubuntu.com/usn/usn-647-1
http://www.thespanner.co.uk/2008/06/30/javascript-protocol-fuzz-results/
http://secunia.com/advisories/32025
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Mozilla Firefox Character Processing Bugs Permit Cross-Site Scripting Attacks - Security Tracker
Repository / Oval Repository

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com
Security Advisory SA32144 - SUSE update for MozillaFirefox - Secunia

Debian -- Security Information -- DSA-1649-1 iceweasel

Bug 448166 — escaped low surrogates possible XSS hazard in URIs

Support

The Slackware Linux Project: Slackware Security Advisories

Advisories | Mandriva

SUSE update for MozillaFirefox, MozillaThunderbird, seamonkey, and mozilla - Secunia.com

MFSA 2008-43: BOM characters stripped from JavaScript before execution

Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
[SECURITY] Fedora 9 Update: seamonkey-1.1.12-1.fc9

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
JVN#96950482: Mozilla Firefox vulnerable to cross-site scripting

Mozilla Firefox 2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
CVE Program record

NVD vulnerability detail
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://jvndb.jvn.jp/ja/contents/2011/JVNDB-2011-000058.html
http://www.securitytracker.com/id?1020920
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8880
http://secunia.com/advisories/34501
http://secunia.com/advisories/32144
http://www.debian.org/security/2008/dsa-1649
https://bugzilla.mozilla.org/show_bug.cgi?id=448166
http://www.redhat.com/support/errata/RHSA-2008-0882.html
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.405232
http://www.mandriva.com/security/advisories?name=MDVSA-2008:205
http://secunia.com/advisories/32196
http://www.mozilla.org/security/announce/2008/mfsa2008-43.html
http://secunia.com/advisories/32010
https://www.redhat.com/archives/fedora-package-announce/2008-September/msg01403.html
http://secunia.com/advisories/32042
http://jvn.jp/en/jp/JVN96950482/index.html
http://secunia.com/advisories/31984
https://www.cve.org/CVERecord?id=CVE-2008-4066
https://nvd.nist.gov/vuln/detail/CVE-2008-4066
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https://uspto.report/company/Mitre-Corp
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