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CVE CVE-2008-4067
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-24 20:37:00 UTC
Updated 2018-11-01 16:22:00 UTC
Description Directory traversal vulnerability in Mozilla Firefox before 2.0.0.17 and 3.x before 3.0.2, Thunderbird before 2.0.0.17, and Se

/ |

1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 7.04 All All All
Operating System Canonical Ubuntu Linux 7.10 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Canonical Ubuntu Linux 6.06 All All All
Operating System Canonical Ubuntu Linux 7.04 All All All
Operating System Canonical Ubuntu Linux 7.10 All All All
Operating System Canonical Ubuntu Linux 8.04 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Linux Linux Kernel - All All All
Operating System Linux Linux Kernel - All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Seamonkey All All All All
Application Mozilla Thunderbird All All All All
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Application Mozilla Thunderbird All All All All

References

Reference Source Link
Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
The Slackware Linux Project: Slackware Security Advisories SLACKWARE  slackware

Mozilla Firefox 'resource:' Protocol Processing Flaw Lets Remote Users Traverse the Directory - SecurityTracker SECTRACK WWW.Secl

[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05 SUSE lists.open
Debian update for icedove - Secunia.com SECUNIA secunia.c
Slackware update for mozilla-thunderbird - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
Downloads CONFIRM download
Support | Red Hat REDHAT www.redt
Support REDHAT www.redt
Security Advisory SA31987 - Red Hat update for firefox - Secunia SECUNIA secunia.c
Support / Security / Advisories / / MDVSA-2008:206 | Mandriva MANDRIVA www.mar
256408 SUNALERT sunsolve.

380994 — (CVE-2007-3073) Fix for bug 367428 lets through escaped slashes on Linux (windows too on trunk) CONFIRM bugzilla.r

Advisories | Mandriva MANDRIVA www.mar
SUSE update for MozillaFirefox, MozillaThunderbird, seamonkey, and mozilla - Secunia.com SECUNIA secunia.c
USN-645-2: Firefox vulnerabilities | Ubuntu UBUNTU www.ubui
Debian update for xulrunner - Secunia.com SECUNIA secunia.c
Debian -- Security Information -- DSA-1696-1 icedove DEBIAN www.debi
Mozilla Thunderbird Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
H Tech Blog | Hack and Evolve Faster with the Common Techniques MISC www.0x0(
Fedora update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
Support REDHAT www.redt
USN-645-1: Firefox and xulrunner vulnerabilities | Ubuntu UBUNTU www.ubui
MFSA 2008-44: resource: traversal vulnerabilities CONFIRM WWW.Mmoz
[SECURITY] Fedora 9 Update: xulrunner-1.9.0.2-1.fc9 FEDORA www.redr
IBM X-Force Exchange XF exchange
Fedora update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c
Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.c

Debian -- Security Information -- DSA-1649-1 iceweasel DEBIAN www.debi
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vvebmall : Solution de messagerie protessionnelie - OVHcloud- OVH

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com

[SECURITY] Fedora 8 Update: seamonkey-1.1.12-1.fc8

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Security Advisory SA32092 - Red Hat update for thunderbird - Secunia

Repository / Oval Repository

Security Advisory SA31985 - Red Hat update for seamonkey - Secunia

Security Advisory SA32144 - SUSE update for MozillaFirefox - Secunia

394075 — Resource Directory Traversal Vulnerability

Debian -- Security Information -- DSA-1669-1 xulrunner

USN-647-1: Thunderbird vulnerabilities | Ubuntu

The Slackware Linux Project: Slackware Security Advisories

Debian update for iceape - Secunia.com

Mozilla Firefox 2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
The Slackware Linux Project: Slackware Security Advisories

Debian -- Security Information -- DSA-1697-1 iceape

[SECURITY] Fedora 9 Update: seamonkey-1.1.12-1.fc9

Security Advisory SA32025 - Ubuntu update for thunderbird - Secunia

Ubuntu update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mozilla Firefox/SeaMonkey/Thunderbird Multiple Remote Vulnerabilities

Fedora update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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