CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2008-4069

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2008-4069

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2008-09-24 20:37:00 UTC

2017-09-29 01:31:00 UTC

The XBM decoder in Mozilla Firefox before 2.0.0.17 and SeaMonkey before 1.1.12 allows remote attackers to read uninitial

| 1|

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Mozilla Firefox 0.10 All All All
Mozilla Firefox 0.10.1 All All All
Mozilla Firefox 0.8 All All All
Mozilla Firefox 0.9 All All All
Mozilla Firefox 0.9 rc All All
Mozilla Firefox 0.9.1 All All All
Mozilla Firefox 0.9.2 All All All
Mozilla Firefox 0.9.3 All All All
Mozilla Firefox 0.9 rc All All All
Mozilla Firefox 1.0 All All All
Mozilla Firefox 1.0.1 All All All
Mozilla Firefox 1.0.2 All All All
Mozilla Firefox 1.0.3 All All All
Mozilla Firefox 1.0.4 All All All
Mozilla Firefox 1.0.5 All All All
Mozilla Firefox 1.0.6 All All All
Mozilla Firefox 1.0.7 All All All
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Application Mozilla Seamonkey 1.0 beta All All

Application Mozilla Seamonkey 1.0.1 All All All

Application Mozilla Seamonkey 1.0.2 All All All

Application Mozilla Seamonkey 1.0.3 All All All

Application Mozilla Seamonkey 1.0.4 All All All

Application Mozilla Seamonkey 1.0.5 All All All

Application Mozilla Seamonkey 1.0.6 All All All

Application Mozilla Seamonkey 1.0.7 All All All

Application Mozilla Seamonkey 1.0.8 All All All

Application Mozilla Seamonkey 1.0.9 All All All

Application Mozilla Seamonkey 1.0.99 All All All

Application Mozilla Seamonkey 1.1 All All All

Application Mozilla Seamonkey 1.1.1 All All All

Application Mozilla Seamonkey 1.1.10 All All All

Application Mozilla Seamonkey All All All All

Reference Source Link
Mozilla SeaMonkey Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.con
[security-announce] SUSE Security Announcement: Mozilla (SUSE-SA:2008:05 SUSE lists.opensu
Downloads CONFIRM download.n«
256408 SUNALERT sunsolve.su
Advisories | Mandriva MANDRIVA www.mandr
SUSE update for MozillaFirefox, MozillaThunderbird, seamonkey, and mozilla - Secunia.com SECUNIA secunia.con
USN-645-2: Firefox vulnerabilities | Ubuntu UBUNTU www.ubuntt
IBM X-Force Exchange XF exchange.xi
Debian update for xulrunner - Secunia.com SECUNIA secunia.con
Support REDHAT www.redhat
USN-645-1: Firefox and xulrunner vulnerabilities | Ubuntu UBUNTU www.ubuntt
Slackware update for seamonkey - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.con
Debian update for iceweasel - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.con
Debian -- Security Information -- DSA-1649-1 iceweasel DEBIAN www.debiar
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.
Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.con
[SECURITY] Fedora 8 Update: seamonkey-1.1.12-1.fc8 FEDORA www.redhat
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http://download.novell.com/Download?buildid=WZXONb-tqBw~
http://sunsolve.sun.com/search/document.do?assetkey=1-26-256408-1
http://www.mandriva.com/security/advisories?name=MDVSA-2008:205
http://secunia.com/advisories/32196
http://www.ubuntu.com/usn/usn-645-2
https://exchange.xforce.ibmcloud.com/vulnerabilities/45361
http://secunia.com/advisories/32845
http://www.redhat.com/support/errata/RHSA-2008-0882.html
http://www.ubuntu.com/usn/usn-645-1
http://secunia.com/advisories/32044
http://secunia.com/advisories/32185
http://www.debian.org/security/2008/dsa-1649
http://www.vupen.com/english/advisories/2008/2661
http://secunia.com/advisories/34501
https://www.redhat.com/archives/fedora-package-announce/2008-September/msg01384.html
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Security Advisory SA31985 - Red Hat update for seamonkey - Secunia

MFSA 2008-45: Uninitialized memory reading

Security Advisory SA32144 - SUSE update for MozillaFirefox - Secunia

Debian -- Security Information -- DSA-1669-1 xulrunner

The Slackware Linux Project: Slackware Security Advisories

Debian update for iceape - Secunia.com

Mozilla Firefox 2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mozilla Firefox XBM Decoder May Let Remote Users Access Uninitialized Memory Contents - SecurityTracker
The Slackware Linux Project: Slackware Security Advisories

Debian -- Security Information -- DSA-1697-1 iceape

[SECURITY] Fedora 9 Update: seamonkey-1.1.12-1.fc9

Bug 449703 — [1.8 branch] XBM appears to draw uninitialized memory

Ubuntu update for firefox and xulrunner - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mozilla Firefox/SeaMonkey/Thunderbird Multiple Remote Vulnerabilities
www.blackhat.com/presentations/bh-usa-08/Hoffman/Hoffman-BH2008-CircumventingJ...

Repository / Oval Repository

Slackware update for mozilla-firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com
CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

VUFEN

SECUNIA

CONFIRM

SECUNIA

DEBIAN

SLACKWARE

SECUNIA

SECUNIA

SECTRACK

SLACKWARE

DEBIAN

FEDORA

CONFIRM

SECUNIA

BID

MISC

OVAL

SECUNIA

CVE.ORG

NVD

www.vuper
secunia.con
www.mozille
secunia.con
www.debiar
slackware.c
secunia.con
secunia.con
www.securil
slackware.c
www.debiar
www.redhat
bugzilla.mo:
secunia.con
www.securil
www.blackh
oval.cisecur
secunia.con
WWW.CVe.Or

nvd.nist.gov

il

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://www.vupen.com/english/advisories/2009/0977
http://secunia.com/advisories/31985
http://www.mozilla.org/security/announce/2008/mfsa2008-45.html
http://secunia.com/advisories/32144
http://www.debian.org/security/2008/dsa-1669
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.379422
http://secunia.com/advisories/33433
http://secunia.com/advisories/31984
http://www.securitytracker.com/id?1020923
http://slackware.com/security/viewer.php?l=slackware-security&y=2008&m=slackware-security.405232
http://www.debian.org/security/2009/dsa-1697
https://www.redhat.com/archives/fedora-package-announce/2008-September/msg01403.html
https://bugzilla.mozilla.org/show_bug.cgi?id=449703
http://secunia.com/advisories/32012
http://www.securityfocus.com/bid/31346
http://www.blackhat.com/presentations/bh-usa-08/Hoffman/Hoffman-BH2008-CircumventingJavaScript.ppt
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11000
http://secunia.com/advisories/32042
https://www.cve.org/CVERecord?id=CVE-2008-4069
https://nvd.nist.gov/vuln/detail/CVE-2008-4069
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2008-4069
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


