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plaiter in Plait before 1.6 allows local users to overwrite arbitrary files via a symlink attack on (1) cut.$$, (2) head.$$, (3) awl
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Risk And Classification

Problem Types: CWE-59

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Stephenjungels Plait 0.50 All All All
Stephenjungels Plait 0.51 All All All
Stephenjungels Plait 0.52 All All All
Stephenjungels Plait 0.53 All All All
Stephenjungels Plait 0.54 All All All
Stephenjungels Plait 0.55 All All All
Stephenjungels Plait 0.55.1 All All All
Stephenjungels Plait 0.55.2 All All All
Stephenjungels Plait 0.99 All All All
Stephenjungels Plait 1.0 All All All
Stephenjungels Plait 1.1 All All All
Stephenjungels Plait 1.1.1 All All All
Stephenjungels Plait 1.2.1 All All All
Stephenjungels Plait 1.3 All All All
Stephenjungels Plait 14 All All All
Stephenjungels Plait 1.4.1 All All All
Stephenijungels Plait 1.4.2 All All All
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Plait Insecure Temporary File Creation Vulnerability

IBM X-Force Exchange

Plait Insecure Temporary Files - Secunia.com

NVD vulnerability detail

Plait command-line jukebox download | SourceForge.net

235770 — (debian-tempfile) [Tracker] Tempfile issues found in Debian

oss-security - CVE requests: tempfile issues for aview, mgetty, openoffice, crossfire

#496381 - The possibility of attack with the help of symlinks in some Debian packages - Debian Bug report logs

Source

CONFIRM

CONFIRM

CONFIRM

BID

XF

MLIST

CONFIRM

SECUNIA

CVE.ORG

NVD

Link
sourceforge.ne
bugs.gentoo.o
bugs.debian.o
www.securityfi
exchange.xfor
www.openwall
dev.gentoo.or
secunia.com
Wwww.cve.org

nvd.nist.gov

“RWW“{WW » “
R R


http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://cve.report/vendor/stephenjungels
http://cve.report/software/stephenjungels/plait
http://sourceforge.net/project/shownotes.php?group_id=147849&release_id=623154
https://bugs.gentoo.org/show_bug.cgi?id=235770
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=496381
http://www.securityfocus.com/bid/30928
https://exchange.xforce.ibmcloud.com/vulnerabilities/44786
http://www.openwall.com/lists/oss-security/2008/10/30/2
http://dev.gentoo.org/~rbu/security/debiantemp/plait
http://secunia.com/advisories/31617
https://www.cve.org/CVERecord?id=CVE-2008-4085
https://nvd.nist.gov/vuln/detail/CVE-2008-4085

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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