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Summary

CVE CVE-2008-4094

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-30 17:22:00 UTC

Updated 2019-08-08 14:43:00 UTC

Description Multiple SQL injection vulnerabilities in Ruby on Rails before 2.1.1 allow remote attackers to execute arbitrary SQL commands via the (1) :limit and (2) :offset parameters, related to ActiveRecord, ActiveSupport, ActiveResource, ActionPack, and ActionMailer.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rubyonrails Rails 0.10.0 All All All

Application Rubyonrails Rails 0.10.1 All All All

Application Rubyonrails Rails 0.11.0 All All All

Application Rubyonrails Rails 0.11.1 All All All

Application Rubyonrails Rails 0.12.0 All All All

Application Rubyonrails Rails 0.12.1 All All All

Application Rubyonrails Rails 0.13.0 All All All

Application Rubyonrails Rails 0.13.1 All All All

Application Rubyonrails Rails 0.14.1 All All All

Application Rubyonrails Rails 0.14.2 All All All

Application Rubyonrails Rails 0.14.3 All All All

Application Rubyonrails Rails 0.14.4 All All All

Application Rubyonrails Rails 0.9.1 All All All

Application Rubyonrails Rails 0.9.2 All All All

Application Rubyonrails Rails 0.9.3 All All All

Application Rubyonrails Rails 0.9.4 All All All

Application Rubyonrails Rails 0.9.4.1 All All All
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Application Rubyonrails Rails 0.9.4.1 All All All

Application Rubyonrails Rails 1.0.0 All All All

Application Rubyonrails Rails 1.1.0 All All All

Application Rubyonrails Rails 1.1.1 All All All

Application Rubyonrails Rails 1.1.2 All All All

Application Rubyonrails Rails 1.1.3 All All All

Application Rubyonrails Rails 1.1.4 All All All

Application Rubyonrails Rails 1.1.5 All All All

Application Rubyonrails Rails 1.1.6 All All All

Application Rubyonrails Rails 1.2.0 All All All

Application Rubyonrails Rails 1.2.1 All All All

Application Rubyonrails Rails 1.2.2 All All All

Application Rubyonrails Rails 1.2.3 All All All

Application Rubyonrails Rails 1.2.4 All All All

Application Rubyonrails Rails 1.2.5 All All All

Application Rubyonrails Rails 1.2.6 All All All

Application Rubyonrails Rails 1.9.5 All All All

Application Rubyonrails Rails 2.0.0 All All All

Application Rubyonrails Rails 2.0.0 rc1 All All

Application Rubyonrails Rails 2.0.0 rc2 All All

Application Rubyonrails Rails 2.0.1 All All All

Application Rubyonrails Rails 2.0.2 All All All

Application Rubyonrails Rails 2.0.4 All All All

Application Rubyonrails Rails 2.1.0 All All All

Application Rubyonrails Rails 0.10.0 All All All

Application Rubyonrails Rails 0.10.1 All All All

Application Rubyonrails Rails 0.11.0 All All All

Application Rubyonrails Rails 0.11.1 All All All

Application Rubyonrails Rails 0.12.0 All All All

Application Rubyonrails Rails 0.12.1 All All All

Application Rubyonrails Rails 0.13.0 All All All

Application Rubyonrails Rails 0.13.1 All All All

Application Rubyonrails Rails 0.14.1 All All All

Application Rubyonrails Rails 0.14.2 All All All

Application Rubyonrails Rails 0.14.3 All All All

Application Rubyonrails Rails 0.14.4 All All All
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Application Rubyonrails Rails 0.9.1 All All All

Application Rubyonrails Rails 0.9.2 All All All

Application Rubyonrails Rails 0.9.3 All All All

Application Rubyonrails Rails 0.9.4 All All All

Application Rubyonrails Rails 0.9.4.1 All All All

Application Rubyonrails Rails 1.0.0 All All All

Application Rubyonrails Rails 1.1.0 All All All

Application Rubyonrails Rails 1.1.1 All All All

Application Rubyonrails Rails 1.1.2 All All All

Application Rubyonrails Rails 1.1.3 All All All

Application Rubyonrails Rails 1.1.4 All All All

Application Rubyonrails Rails 1.1.5 All All All

Application Rubyonrails Rails 1.1.6 All All All

Application Rubyonrails Rails 1.2.0 All All All

Application Rubyonrails Rails 1.2.1 All All All

Application Rubyonrails Rails 1.2.2 All All All

Application Rubyonrails Rails 1.2.3 All All All

Application Rubyonrails Rails 1.2.4 All All All

Application Rubyonrails Rails 1.2.5 All All All

Application Rubyonrails Rails 1.2.6 All All All

Application Rubyonrails Rails 1.9.5 All All All

Application Rubyonrails Rails 2.0.0 All All All

Application Rubyonrails Rails 2.0.0 rc1 All All

Application Rubyonrails Rails 2.0.0 rc2 All All

Application Rubyonrails Rails 2.0.1 All All All

Application Rubyonrails Rails 2.0.2 All All All

Application Rubyonrails Rails 2.0.4 All All All

Application Rubyonrails Rails 2.1.0 All All All

Application Rubyonrails Ruby On Rails 0.5.0 All All All

Application Rubyonrails Ruby On Rails 0.5.5 All All All

Application Rubyonrails Ruby On Rails 0.5.6 All All All

Application Rubyonrails Ruby On Rails 0.5.7 All All All

Application Rubyonrails Ruby On Rails 0.6.0 All All All

Application Rubyonrails Ruby On Rails 0.6.5 All All All

Application Rubyonrails Ruby On Rails 0.7.0 All All All

Application Rubyonrails Ruby On Rails 0.8.0 All All All
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Application Rubyonrails Ruby On Rails 0.8.0 All All All

Application Rubyonrails Ruby On Rails 0.8.5 All All All

Application Rubyonrails Ruby On Rails 0.9.0 All All All

Application Rubyonrails Ruby On Rails 0.5.0 All All All

Application Rubyonrails Ruby On Rails 0.5.5 All All All

Application Rubyonrails Ruby On Rails 0.5.6 All All All

Application Rubyonrails Ruby On Rails 0.5.7 All All All

Application Rubyonrails Ruby On Rails 0.6.0 All All All

Application Rubyonrails Ruby On Rails 0.6.5 All All All

Application Rubyonrails Ruby On Rails 0.7.0 All All All

Application Rubyonrails Ruby On Rails 0.8.0 All All All

Application Rubyonrails Ruby On Rails 0.8.5 All All All

Application Rubyonrails Ruby On Rails 0.9.0 All All All

Application Rubyonrails Ruby On Rails All All All All

References

Reference Source

gist: 8946 - GitHub CONFIRM

Ruby on Rails ":offset" and ":limit" SQL Injection Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Ruby on Rails Input Validation Flaw in ':limit' and ':offset' Parameters Lets Remote Users Inject SQL Commands - SecurityTracker SECTRACK

Ruby on Rails ":offset" and ":limit" SQL Injection Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Ruby on Rails ":offset" and ":limit" SQL Injection Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:027 SUSE

#288 [patch] - SQL Injection for :limit and :offset - Ruby on Rails - rails CONFIRM

IBM X-Force Exchange XF

SQL Injection issue in :limit and :offset parameter - Ruby on Rails Security Project MISC

BlogFish: Why you should upgrade to Rails 2.1 MISC

Ruby on Rails ':offset' And ':limit' Parameters SQL Injection Vulnerabilities BID

#964 Fix for SQL injection on :limit and :offset should be backported - Ruby on Rails - rails CONFIRM

oss-security - Re: CVE request: Ruby on Rails <2.1.1 :limit and :offset SQL injection MLIST

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

oss-security - CVE request: Ruby on Rails <2.1.1 :limit and :offset SQL injection MLIST

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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