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Summary

CVE CVE-2008-4096

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-18 15:04:00 UTC

Updated 2017-08-08 01:32:00 UTC

Description libraries/database_interface.lib.php in phpMyAdmin before 2.11.9.1 allows remote authenticated users to execute arbitrary code via a request to server_databases.php with a sort_by parameter containing PHP sequences, which are processed by create_function.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin 2.0 All All All

Application Phpmyadmin Phpmyadmin 2.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.0.1 All All All

Application Phpmyadmin Phpmyadmin 2.0.2 All All All

Application Phpmyadmin Phpmyadmin 2.0.3 All All All

Application Phpmyadmin Phpmyadmin 2.0.4 All All All

Application Phpmyadmin Phpmyadmin 2.0.5 All All All

Application Phpmyadmin Phpmyadmin 2.1 All All All

Application Phpmyadmin Phpmyadmin 2.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.10.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.0.1 All All All

Application Phpmyadmin Phpmyadmin 2.10.0.2 All All All

Application Phpmyadmin Phpmyadmin 2.10.01 All All All

Application Phpmyadmin Phpmyadmin 2.10.1 All All All
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Application Phpmyadmin Phpmyadmin 2.10.1 All All All

Application Phpmyadmin Phpmyadmin 2.10.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.2 All All All

Application Phpmyadmin Phpmyadmin 2.10.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.3 All All All

Application Phpmyadmin Phpmyadmin 2.10.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.3rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.0beta1 All All All

Application Phpmyadmin Phpmyadmin 2.11.0rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.1rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.3 All All All

Application Phpmyadmin Phpmyadmin 2.11.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.3rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.4 All All All

Application Phpmyadmin Phpmyadmin 2.11.4.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.4rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.5 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.5rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.6 All All All

Application Phpmyadmin Phpmyadmin 2.11.6rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.7 All All All

Application Phpmyadmin Phpmyadmin 2.11.8 All All All

Application Phpmyadmin Phpmyadmin 2.0 All All All

http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin
http://cve.report/vendor/phpmyadmin
http://cve.report/software/phpmyadmin/phpmyadmin


Application Phpmyadmin Phpmyadmin 2.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.0.1 All All All

Application Phpmyadmin Phpmyadmin 2.0.2 All All All

Application Phpmyadmin Phpmyadmin 2.0.3 All All All

Application Phpmyadmin Phpmyadmin 2.0.4 All All All

Application Phpmyadmin Phpmyadmin 2.0.5 All All All

Application Phpmyadmin Phpmyadmin 2.1 All All All

Application Phpmyadmin Phpmyadmin 2.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.10.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.0.1 All All All

Application Phpmyadmin Phpmyadmin 2.10.0.2 All All All

Application Phpmyadmin Phpmyadmin 2.10.01 All All All

Application Phpmyadmin Phpmyadmin 2.10.1 All All All

Application Phpmyadmin Phpmyadmin 2.10.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.2 All All All

Application Phpmyadmin Phpmyadmin 2.10.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.3 All All All

Application Phpmyadmin Phpmyadmin 2.10.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.10.3rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.0.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.0beta1 All All All

Application Phpmyadmin Phpmyadmin 2.11.0rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.1.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.1rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.2.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.3 All All All
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Application Phpmyadmin Phpmyadmin 2.11.3 All All All

Application Phpmyadmin Phpmyadmin 2.11.3.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.3rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.4 All All All

Application Phpmyadmin Phpmyadmin 2.11.4.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.4rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.5 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.0 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.1 All All All

Application Phpmyadmin Phpmyadmin 2.11.5.2 All All All

Application Phpmyadmin Phpmyadmin 2.11.5rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.6 All All All

Application Phpmyadmin Phpmyadmin 2.11.6rc1 All All All

Application Phpmyadmin Phpmyadmin 2.11.7 All All All

Application Phpmyadmin Phpmyadmin 2.11.8 All All All

Application Phpmyadmin Phpmyadmin All All All All
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typo3.org: TYPO3 Security Bulletin TYPO3-20080916-1 CONFIRM

oss-security - phpMyAdmin code execution (CVE request) MLIST

oss-security - Re: phpMyAdmin code execution (CVE request) MLIST

Error 404 Not Found MLIST

phpMyAdmin Code Execution Vulnerability MISC

Security Advisories | Mandriva Linux MANDRIVA

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:003 SUSE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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