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Summary

CVE CVE-2008-4097

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-09-18 15:04:00 UTC

Updated 2020-02-18 19:22:00 UTC

Description MySQL 5.0.51a allows local users to bypass certain privilege checks by calling CREATE TABLE on a MyISAM table with modified (1) DATA DIRECTORY or (2) INDEX DIRECTORY arguments that are associated with symlinks within pathnames for subdirectories of the MySQL home data directory, which are followed when tables are created in the future. NOTE: this vulnerability exists because of an incomplete fix for CVE-2008-2079.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Mysql 5.0.51a All All All

Application Oracle Mysql 5.0.51a All All All

References

Reference Source Link

[security-announce] SUSE Security Summary Report: SUSE-SR:2008:025 SUSE lists.opensuse.org

oss-security - Re: CVE request: MySQL incomplete fix for CVE-2008-2079 MLIST www.openwall.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

oss-security - Re: CVE request: MySQL incomplete fix for CVE-2008-2079 MLIST www.openwall.com

USN-671-1: MySQL vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

#480292 - CVE-2008-2079: mysql allows local users to bypass certain privilege checks - Debian Bug report logs CONFIRM bugs.debian.org

Support / Security / Advisories / / MDVSA-2009:094 | Mandriva MANDRIVA www.mandriva.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Ubuntu update for mysql-dfsg-5.0 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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