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AVNACLAUNCNIPIAP Certain versions of Linux from Debian contain the following
’ vulnerability:

PyDNS (aka python-dns) before 2.3.1-4 in Debian GNU/Linux does not
use random source ports or transaction IDs for DNS requests, which
makes it easier for remote attackers to spoof DNS responses, a
different vulnerability than CVE-2008-1447.

CVE-2008-4099 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

#490217 - python-dns vulnerable to CVE-2008-1447 | Exploit | (@ CONFIRM bugs.debian.org/cgi-bin/bugreport.cgi?

DNS source port guessable - Debian Bug report logs bug=490217

404 Not Found (@ CONFIRM
packages.debian.org/changelogs/pool/main/p/python-

dns/python-dns_2.3.3-1/changelog

oss-security - Re: CVE Request (ruby -- DNS spoofing ¢ > MLIST [oss-security] 20080915 Re: CVE Request

vulnerability in resolv.rb) [ text/html | (ruby -- DNS spoofing vulnerability in resolv.rb)

oss-security - Re: CVE Request (ruby -- DNS spoofing ¢ > MLIST [oss-security] 20080911 Re: CVE Request

vulnerability in resolv.rb) (ruby -- DNS spoofing vulnerability in resolv.rb)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are mare annranriate far voir niirnnse CVFrenart dnes not necessarilv endnrse the views exnressed ar eonciir with the facts nresented on these sites Further


https://cve.report/
https://cve.report/CVE-2008-4099/mitre
https://cve.report/CVE-2008-4099/nist
https://cve.report/CVE-2008-4099/cve_org
https://cve.report/CVE-2008-4099.pdf
http://cve.report/software/debian/linux
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=490217
http://packages.debian.org/changelogs/pool/main/p/python-dns/python-dns_2.3.3-1/changelog
http://www.openwall.com/lists/oss-security/2008/09/16/4
http://www.openwall.com/lists/oss-security/2008/09/11/1
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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