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CVE-2008-4102

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Joomla from Joomla contain the foIIowing
’ vulnerability:

Joomla! 1.5 before 1.5.7 initializes PHP's PRNG with a weak seed,
which makes it easier for attackers to guess the pseudo-random values
produced by PHP's mt_rand function, as demonstrated by guessing
password reset tokens, a different vulnerability than CVE-2008-3681.

CVE-2008-4102 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
IBM X-Force Exchange € XF joomla-randomnumbers-info-
disclosure(45068)
SecurityFocus ) BUGTRAQ 20080911 Advisory 04/2008:
Joomla Weak Random Password Reset Token
Vulnerability
SecurityReason - Joomla Weak Random Password SREASON 4271
Reset Token Vulnerability
Suspekt... » Blog Archive » mt_srand and not so Bl MISC www.suspekt.org/2008/08/17/mt_srand-
random numbers and-not-so-random-numbers/
Joomla! Developer - [20080902] - Core - Random CONFIRM
Number Generation Flaw developer.joomla.org/security/news/272-20080902-
core-random-number-generation-flaw.html



https://cve.report/
https://cve.report/CVE-2008-4102/mitre
https://cve.report/CVE-2008-4102/nist
https://cve.report/CVE-2008-4102/cve_org
https://cve.report/CVE-2008-4102.pdf
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/45068
http://www.securityfocus.com/archive/1/496237/100/0/threaded
http://securityreason.com/securityalert/4271
http://www.suspekt.org/2008/08/17/mt_srand-and-not-so-random-numbers/
http://developer.joomla.org/security/news/272-20080902-core-random-number-generation-flaw.html

Joomla! Multiple Vulnerabilities - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

'[oss-security] CVE request for Joomla multiple vuln.' -
MARC

404 Not Found

'Re: [oss-security] CVE request: joomla < 1.5.7" -
MARC

'[oss-security] CVE request: joomla < 1.5.7' - MARC

text/html

[ marc.nto)

text/plain

Not Archived

[ marc.nto

=

{ SECUNIA 31789

) MLIST [oss-security] 20080911 CVE request for
Joomla multiple vuln.

(O MISC www.sektioneins.de/advisories/SE-2008-
04.txt

() MLIST [oss-security] 20080916 Re: CVE
request: joomla < 1.5.7

(2) MLIST [oss-security] 20080911 CVE request:
joomla<1.5.7

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla
Application Joomla Joomla

cpe:2.3:a;joomlazjoomla:1.5:****

cpe:2.3:a;joomlazjoomla:1.5.1

cpe:2.3:a;joomlazjoomla:1.5.2:*

cpe:2.3:a;joomlazjoomla:1.5.3:*

Version

1.5

1.5.1

1.5.2

1.5.3

1.5.4

1.5.5

1.5.6

1.5

1.5.1

1.5.2

1.56.3

1.5.4

1.56.5

1.5.6

Update Edition Language
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
All All All
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https://cve.report/CVE-2008-4102/e5c52e85
http://marc.info/?l=oss-security&m=122152798516853&w=2
http://marc.info/?l=oss-security&m=122115344915232&w=2
mailto:%20comment@cve.report
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla
http://cve.report/vendor/joomla
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http://cve.report/vendor/joomla
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http://cve.report/vendor/joomla
http://cve.report/software/joomla/joomla

cpe:2.3:a;joomlazjoomla:1.5.4:* "

cpe:2.3:a;joomlazjoomla:1.5.5: """

cpe:2.3:a:;joomla;joomla:1.5.6:* """ ™

cpe:2.3:a;joomla;joomla:1.5:" "

cpe:2.3:a;joomlazjoomla:1.5.1: "

cpe:2.3:a:;joomla;joomla:1.5.2:*: "

cpe:2.3:a;joomla;joomla:1.5.3:*: " "

cpe:2.3:a;joomla;joomla:1.5.4:*:** "

cpe:2.3:a;joomla;joomla:1.5.5:* " "

cpe:2.3:a;joomla;joomla:1.5.6:*:*:*: " *:*:

No vendor comments have been submitted for this CVE
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