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Reference S
Debian -- Security Information -- DSA-1655-1 linux-2.6.24 C

cn

SecurityReason - Linux Kernel SCTP-AUTH API Information Disclosure Vulnerability and NULL Pointer Dereferences

git.kernel.org

cn

Ubuntu update for linux - Secunia.com

Linux Kernel < 2.6.26.4 SCTP Kernel Memory Disclosure Exploit E
404: File not found C
SecurityFocus E
IBM X-Force Exchange X
Support F
USN-659-1: Linux kernel vulnerabilities | Ubuntu L
git.kernel.org C
Linux Kernel 'SCTP' Module Multiple vulnerabilities E
www.trapkit.de/advisories/TKADV2008-007.txt N

n

Red Hat update for kernel - Secunia Advisories - Vulnerability Intelligence - Secunia.com

cn

[security-announce] SUSE Security Announcement: Linux kernel (SUSE-SA:20

n

Debian update for linux-2.6 - Secunia.com

oss-security - Re: CVE-2008-4113 update: kernel: sctp: fix random memory dereference with SCTP_HMAC_IDENT option N\

n

Linux Kernel Validation Flaw in sctp_getsockopt_hmac_ident() Lets Local Users Obtain Potentially Sensitive Information - Security Tracker
CVE Program record C
NVD vulnerability detail N

/

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-01-15 Tomas Hoger This issue did not affect the versions of Linux kernel as shipped with Red Hat Enterprise Linux

Kl H

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to


http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.debian.org/security/2008/dsa-1655
http://securityreason.com/securityalert/4266
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.26.y.git%253Ba=commit%253Bh=d97240552cd98c4b07322f30f66fd9c3ba4171de
http://secunia.com/advisories/32393
https://www.exploit-db.com/exploits/7618
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.26.4
http://www.securityfocus.com/archive/1/496256/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/45188
http://www.redhat.com/support/errata/RHSA-2008-0857.html
http://www.ubuntu.com/usn/usn-659-1
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.26.y.git;a=commit;h=d97240552cd98c4b07322f30f66fd9c3ba4171de
http://www.securityfocus.com/bid/31121
http://www.trapkit.de/advisories/TKADV2008-007.txt
http://secunia.com/advisories/32190
http://lists.opensuse.org/opensuse-security-announce/2008-10/msg00010.html
http://secunia.com/advisories/32315
http://www.openwall.com/lists/oss-security/2008/09/26/6
http://www.securitytracker.com/id?1021000
https://www.cve.org/CVERecord?id=CVE-2008-4113
https://nvd.nist.gov/vuln/detail/CVE-2008-4113
https://cve.report/

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2008-4113
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Vendor Comments And Credit


